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SECTION 1000: BACKGROUND

1001 - Background

The California State Administrative Manual (SAM) Section 5100 and the Internal
Revenue Service’s (IRS) Publication 1075, Tax Information Security Guidelines
for Federal, State and Local Agencies, requires the Department of Child Support
Services (DCSS) Information Security Office (ISO) to create information security
policies, standards, and guidelines based upon the American National Standards
Institute management information standards and the Federal Information
Processing Standards. These shall facilitate an information security
infrastructure based on the risk management framework established by the
Federal Information Security Management Act (FISMA) of 2002 and the
supporting documentation developed by the National Institute of Standards and
Technology (NIST) that protect the integrity, confidentiality, and availability of its
information assets from unauthorized disclosure, modification, use, or
destruction, while still meeting business objectives.

1002 - Information Security Manual

The Department of Child Support Services (DCSS) Information Security Manual
(ISM) contains the policies which govern information security within the Child
Support Program, standards which detail policy related requirements, and
guidelines which provide recommended courses of actions. The ISM structure is
hierarchal, as follows:

Policies — Description of the overall framework or high-level statements of
direction, purpose, principles, or method for managing and implementing

information security.

—

Standards — More detailed mandatory directives of prescribed specifications,
approach, solution, methodology, or protocol that must be followed.
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1003 — References

The references listed below are used throughout this manual.

For more

information, please click on the links below.

REFERENCE

| TITLE

CALIFORNIA CODES

Family Code Section 17212

Privacy of Child Support Information

Penal Code Section 502

Comprehensive Computer Data Access and
Fraud Act

Civil Code sections 1798 et
seq.

Information Practices Act of 1977

Government Code Section
6250-6265

Inspection of Public Records

Government Code Section
8314

Penalties for Misuse of Public Resources

Government Code Section
19572

Disciplinary Proceedings

NATIONAL

INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST)

SPECIAL PUBLICATIONS
publication you wish to view.)

(Please search from this link, to the pertinent

800-16

IT Security Training Requirements: A Role
and Performance Based Model

800-27 Rev. A

Engineering Principles for IT Security (A
Baseline for Achieving Security)

800-30 & 800 - 30 Rev. 1 Risk Management Guide for Information
Security
800-40 Version 2.0 Creating a Patch and Vulnerability

Management Program

800-47 Security Guide for Interconnecting Information
Technology Systems
800-50 Building an IT Security Awareness and

Training Program

800-53 Revision 3

Recommended Security Controls for Federal
Information Systems and Organizations

800-53A Revision 1

A Guide for Assessing Security Controls

800-60 Revision 1

Guide for Mapping Types of Information and
Information Systems to Security Categories

800-63 Revision 1

Electronic Authentication Guideline

800-64 Revision 2

Security Considerations in the Systems
Development Life Cycle

800-65 Revision 1

Integrating IT Security into the Capital
Planning and Investments Control Process
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http://www.leginfo.ca.gov/cgi-bin/calawquery?codesection=fam&codebody=17212
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=pen&group=00001-01000&file=484-502.9
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=civ&group=01001-02000&file=1798-1798.1
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=civ&group=01001-02000&file=1798-1798.1
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=gov&group=06001-07000&file=6250-6270
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=gov&group=06001-07000&file=6250-6270
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=gov&group=08001-09000&file=8310-8317
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=gov&group=08001-09000&file=8310-8317
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=gov&group=08001-09000&file=8547-8547.13
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=gov&group=08001-09000&file=8547-8547.13
http://csrc.nist.gov/publications/PubsSPs.html
http://csrc.nist.gov/publications/PubsSPs.html
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REFERENCE TITLE

800-84 Guide to Test, Training, and Exercise
Programs for IT Plans and Capabilities

800-88 Revision 1 Guidelines for Media Sanitization

800-97 Establishing Wireless Robust Security
Networks: A Guide to IEEE 802.11i

STATE ADMINISTRATIVE MANUAL (SAM)

4904 Information Technology Five-Year Capital
Plan

5300 Information Security and Privacy Protection

5305 Risk Management

5310 Policy Management

5320 Asset Protection

5320.2 Responsibility of Owners of Information

5320.3 Responsibility of Custodians of Information

5320.4 Responsibility of Users of Information

5320.5 Classification of Information

5325 Human Resources Security

5330 Physical and Environmental Security

5335 Communications and Operations
Management

5335.1 Information Integrity and Data Security

5335.2 Personal Computer Security

5340 Access Control

5345 Information Systems Acquisition,
Development and Maintenance

5345.1 Software Licensing Integrity Practices

5345.2 Cryptography

5350 Incident Management

5350.1 Information Security Incident Reporting
Requirements

5350.2 Criteria For Reporting Incidents

5350.3 Incident Follow-up Report

5350.4 Incidents Involving Personal Information

5355 Disaster Recovery Management

MISCELLANEOUS REFERENCES

IRS Publication 1075 Tax Information Security Guidelines for
Federal, State and Local Agencies

The DCSS ISM applies to all information, information systems, information
assets, and business processes that are used in support of the California Child
Support Program. All individuals having access to child support information and
information assets are required to comply with the DCSS ISM. Compliance with

ISSUE DATE: MAY 2010 Page 3
REVISION DATE: DECEMBER 2012



http://sam.dgs.ca.gov/default.htm
http://sam.dgs.ca.gov/TOC/4800/4904.htm
http://sam.dgs.ca.gov/TOC/5300/default.htm
http://sam.dgs.ca.gov/TOC/5300/5305.htm
http://sam.dgs.ca.gov/TOC/5300/5310.htm
http://sam.dgs.ca.gov/TOC/5300/5320.htm
http://sam.dgs.ca.gov/TOC/5300/5320.2.htm
http://sam.dgs.ca.gov/TOC/5300/5320.3.htm
http://sam.dgs.ca.gov/TOC/5300/5320.4.htm
http://sam.dgs.ca.gov/TOC/5300/5320.5.htm
http://sam.dgs.ca.gov/TOC/5300/5325.htm
http://sam.dgs.ca.gov/TOC/5300/5330.htm
http://sam.dgs.ca.gov/TOC/5300/5335.htm
http://sam.dgs.ca.gov/TOC/5300/5335.1.htm
http://sam.dgs.ca.gov/TOC/5300/5335.2.htm
http://sam.dgs.ca.gov/TOC/5300/5340.htm
http://sam.dgs.ca.gov/TOC/5300/5345.htm
http://sam.dgs.ca.gov/TOC/5300/5345.1.htm
http://sam.dgs.ca.gov/TOC/5300/5345.2.htm
http://sam.dgs.ca.gov/TOC/5300/5350.htm
http://sam.dgs.ca.gov/TOC/5300/5355.htm
http://www.irs.gov/pub/irs-pdf/p1075.pdf
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the ISM is mandatory to ensure a consistent and strategic approach to protect
information and Information Assets.

NOTE: The DCSS ISM does not apply to systems or information that is used for
purposes other than the support or administration of the California Child Support
Program.

1004 - DCSS Information Security Office

DCSS recognizes and acknowledges that information assets are the foundation
of the California Child Support Program and must be secured to ensure that the
organization’s mission is achieved. Consequently, the DCSS Director has
appointed the DCSS Chief Information Security Officer (CISO) to manage the
DCSS Information Security Office (ISO) and the Information Security Program.
The CISO has delegated authority to implement appropriate oversight and
assurance procedures to ensure Child Support Employees and Applicable
Organizations comply with Information Security Program requirements.

The DCSS ISO acts as the independent information security oversight
organization and has information security authority for all California child support
information, Information Assets, business processes, and personnel. The goal of
the DCSS ISO is to ensure that the appropriate security controls are in place to
protect child support information and child support information assets from the
risk of accidental or intentional interruption of service as well as unauthorized
access, disclosure, modification, or destruction of information assets.

1005 - DCSS Information Security Program

The DCSS Director approves, sponsors, and supports the Information Security
Program and has established the ISO which is responsible for the development,
implementation, maintenance, and enforcement of the Information Security
Program.

The objective of Information Security is the preservation of:

e Confidentiality: preserving authorized restrictions on information access and
disclosure, including means for protecting personal privacy and proprietary
information.

e Integrity: guarding against improper information modification or destruction,
and includes ensuring information non-repudiation and authenticity.

e Availability: ensuring timely and reliable access to and use of information.
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1006 - Enforcement, Auditing, and Reporting

Compliance with the DCSS ISM will be verified during reviews conducted by the
DCSS ISO at minimum within a three-year cycle per IRS Publication 1075.
California Child Support Program organizations are required to evaluate their
processes and systems and if necessary, implement additional protection
mechanisms to adequately protect California child support information and
information assets. DCSS will define the format and frequency of the reporting
requirements and communicate those requirements, in writing, to Applicable
Organizations. In addition, DCSS management can conduct an ad hoc audit at
any time.

Violation of these policies may result in disciplinary action that may include
termination for employees and temporaries; termination of employment
relationships in the case of contractors or consultants; or dismissal of student
assistants. Additionally, individuals access privileges to child support information
may be revoked, and if warranted, civil, or criminal prosecution under California
or federal law.

Any person may, at any time, anonymously report policy violations by telephone
at (916) 464-5045 or by email to Info.Security@dcss.ca.gov.
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SECTION 2000 - DCSS ISM DEFINITIONS

The following terms apply to all sections of this DCSS Information Security
Manual. Defined terms will be capitalized throughout the manual.

Term

Access Control

Applicable
Organization

Applicable
Organizations’
Management

Asset
Management and
Protection

Asset Owners

Breach of Security
System

Child Support
Employee

Child Support
Information

Definition

The process of controlling access to systems, networks,
and information based on business and security
requirements.

Any organization whose employees or contractors may
have access to child support information or child support
information assets containing child support information.
(i.e., local child support agencies, other state or county
agencies).

Includes DCSS management and comparable level

managers for each of the applicable organizations.

The process where agencies identify and inventory
assets, agree upon ownership and the classification of
information, and document the process of safeguarding
each asset to protect against loss or theft.

All child support information assets must have an owner.
Asset owners (Owner) are managers of organizational
units that have primary responsibility for information
assets associated with their functional authority as
defined in State Administrative Manual Section 5320,
Asset Protection.

Unauthorized acquisition of computerized data that
compromises the security, confidentiality, or integrity of
personal information maintained by the person or
business.

An employee or contractor that works for any applicable
organization that may have access to child support
information or child support information assets.

Any information or state data, whether in the form of
electronic media, physical document; data originated,
taken or summarized from child support systems
including all data collected, maintained or accessed
through child support services systems owned or
administered by or on the behalf of the Child Support
Services Program.
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Term Definition

Child Support The individual, organization or subunit (typically
Information/IT Information Technology (IT) function) that is delegated

Asset Custodian the responsibility for handling and safekeeping of child
support information and child support information assets
while in their custody. The data custodian has the
responsibility to:

e Assist information/IT asset owners with maintaining

the confidentiality, integrity, and availability of their
information and data.

e Assist information/IT asset owners with implementing
the prescribed technical security controls.

e Monitor information assets and immediately report
security breaches to the information/IT asset owners
and the CISO.

Child Support The hardware, software, including system and application

Information Assets | software, and the network and communication
components that are used to process and store child
support information.

Child Support A custodial party, a non-custodial parent, or a dependent
Participant in a child support case.

Communications System communications protection refers to the key
and Operations elements used to assure data and systems are available,
Management and exhibit the confidentiality and integrity expected by

owners and users to conduct their business. Operations
management refers to implementing appropriate controls
and protections on hardware, software, and resources;
maintaining appropriate auditing and monitoring; and
evaluating system threats and vulnerabilities.

Cohabit The act of sharing a residence with another individual
regardless of whether or not the persons sharing the
residence have a romantic relationship.

Compliance The process framework for ensuring conformity to
applicable federal and state statutory, regulatory, and
contractual requirements and verifying adherence to
statewide reporting requirements.

ISSUE DATE: MAY 2010 Page 7
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Term Definition

Confidential Any information classified as confidential in accordance
Information with ISM 5001 - Information and IT Asset Classification

Standard. Examples include, but not limited to, Child
Support Participant application for child support services;
records pertaining to pending litigation or claim; medical
records; documents protected by attorney-client privilege;
home addresses and home telephone numbers of
employees; and Federal Tax Information (FTI). E-malil
may not be used to transfer FTI.

Conflict Recusal A commitment from a child support employee that
because he or she has a personal relationship with an
individual in a child support case he or she relinquishes
access to any child support information about that case.

Critical Critical is the term used to classify child support
information assets and business processes that are
essential to achieving child support service’s mission.

Data Child support information classified as personal or
confidential.
Data Transfer The act or process of moving personal or confidential

data on either electronic (e.g., via network, email,
application, facsimile, etc.), or physical (e.g., via CD, USB
flash drive, paper document, etc.) medium outside the
physical or network security boundaries of an applicable
organization as the result of a data sharing or exchange

agreement.
DCSS CISO The Chief Information Security Officer for the Department
of Child Support Services.
DCSS Includes Department of Child Support Services executive
Management managers and DCSS branch managers.
Disaster Recovery | Agencies must ensure that a Disaster Recovery Plan is in
Management place and routinely tested.
External Entity Any public or private organization outside the physical or
network security boundary of an applicable organization.
Federal Tax Any federal tax return or return information received from
Information the Internal Revenue Service as the originating source

either directly or indirectly.

Human Resources | Those practices, technologies, and services to ensure the
Security employees and contractors authorized to access or
maintain systems have the appropriate levels of access

ISSUE DATE: MAY 2010 Page 8
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Term

Information
Custodian

Information Owner

Information
Security Incident

Information
Security Incident
Management

Information
Systems
Acquisition,
Development, and
Maintenance

Intrusions

Local Agency

Mobile Computing
Device (MCD)

Definition
needed to perform their duties.

An individual, organization or subunit (e.g., DCSS, LCSA,
or external entity) that has delegated responsibility for
handling and maintaining the security of child support
information while in their custody.

An applicable organization that classifies and secures
child support information for which they are responsible.
This may be the California State Department of Child
Support Services (DCSS) or local child support agency
(LCSA).

Any event (intentional or unintentional) that causes loss,
damage, destruction, or unauthorized disclosure of DCSS
information assets.

The processes and procedures agencies implement for
identifying, responding to, and managing information
security incidents.

Agencies should ensure that security is an integral part of
information systems, which include operating systems,
infrastructure, applications and off-the-shelf products,
services, and user-developed applications.

Intentional or unintentional acts that result in tampering,
damage or unauthorized access to DCSS information
assets. Intrusions may be “physical” or “electronic.”

Includes a county; city, whether general law or chartered,;
city and county; school district; municipal corporation;
district; political subdivision; or any board, commission or
agency thereof; other local public agency; or entities that
are legislative bodies of a local agency pursuant to
subdivisions (c) and (d) of Government Code § 54952.

A device that may be used to access child support
information, networks, or to send and receive messages
while a user is away from his or her desk. MCDs include
but are not limited to:

Laptops.

Personal Digital Assistants (PDA).

Blackberries.

Smart Phones.

Text Pagers.
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Term Definition

Organizing Governance structure of organizing information security
Information within and across the organization. Governance
Security maintains balance between the value of information

security, the management of security-related risks, and
increased requirements for control over information.

Personal Any information classified as personal in accordance with

Information ISM 5001 - Information and IT Asset Classification
Standard. Examples include, but not limited to, child
support records containing participant’'s name and social
security number; child support participant bank account
number and access code; child support employee data
that contain employee’s name and California driver’s
license number or social security number; and family
violence participant data.

Personal or An individual with whom the child support employee’s
Business relationship can be described as more than a casual
Relationship acquaintance. The term may include, but not limited to:

persons the child support employee is having a romantic
relationship with or dating, persons with whom the child
support employee regularly spends time, and persons
that regularly provide day care to the child support
employee’s child(ren).

Public Area Is an unrestricted area in any of the applicable
organization’s facility which does not provide services to
the general public. An example of a public area is a
lobby of one of the Department of Child Support Services
buildings that allows unrestricted access to individuals
that are not employed by the applicable organization.
Security of such area must be assessed and managed in
proportion to the risk.

Public Service Is an area where members of the general public are

Area invited or directed to conduct business with the applicable
organization. An example of a public service area is a
public counter at a local child support agency or lobby of
a facility containing a self-service kiosk. The following
minimum controls must be implemented to secure public
service areas:

Physical and Those practices, technologies, and services used to
Environmental address the threats, vulnerabilities, and counter
Security measures utilized to protect information assets and the

premises in which they reside.
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Term

Relative

Risk Management

Security Boundary

Security Incident

Security Policy
Management

Sensitive
Information

System

Virus

Definition

Individuals that are related by blood, marriage or
adoption including the following relationships: spouse,
child, stepchild, parent, stepparent, grandparent,
grandchild, brother, sister, half-brother, half-sister, aunt,
uncle, niece, nephew, parent-in law, daughter-in-law,
son-in-law, brother-in-law, sister-in-law, and first cousin.

The process of identifying risk, assessing it, and taking
steps to reduce it to an acceptable level.

All the components that establish controls to monitor and
control the flow of information within and at the external
boundary of the information system and networks of an
applicable organization with direct management control
and security support structure.

Any act or failure to act, or an event that creates a threat
to the confidentiality, integrity and/or availability of child
support information and information assets, or person(s)
or property located at any child support facility.

The practices and methods used to create and maintain
security policies to translate, clarify, and communicate
Management’s position on high-level security principles.

Information maintained by state agencies that requires
special precautions to protect it from unauthorized
modification or deletion. Sensitive information may be
either public or confidential as defined above and
requires a higher than normal assurance of accuracy and
completeness.

A System refers to a collection of processes, hardware,
network, communication structure and software
associated with child support services; i.e. databases,
operating system etc.

A software program that enters a computer usually
without knowledge of the operator. Viruses can damage
data and/or inhibit the normal operation of a computer.

ISSUE DATE: MAY 2010
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SECTION 3000: ROLES AND RESPONSIBILITIES

Role
Department of
Child Support
Services, Chief

Information
Security Officer
(DCSS CISO)

Department of
Child Support
Services Executive
Management

Applicable
Organization

Responsibility

Oversight responsibility for ensuring the
confidentiality, integrity, and confidentiality of child
support information assets.

Has responsibility for agency compliance with policies
and procedures regarding the security of information
assets in accordance with State Administrative
Manual (SAM) Section 4841.1

Will measure the compliance and effectiveness of
DCSS ISM policies and standards using reporting
requirements established by DCSS management

Provide leadership, guidance and will collaborate with
applicable organizations’ management to implement
the requirements of this policy and underlying
standards.

Establish a periodic reporting requirement for the
DCSS Chief Information Security Officer (CISO) to
measure the compliance and effectiveness of DCSS
ISM policies and standards.

Take action deemed appropriate in accordance with
DCSS policies and SAM when evidence of non-
compliance is discovered.

Develop metrics for establishing potential impact on
DCSS should there be a breach of security and a loss
of confidentiality, integrity, or availability of child
support information or child support information
assets.

Use these metrics to establish the need for
appropriate controls and/or technologies that protect
child support information or child support information
assets based on their value, confidentiality, and
sensitivity.

Responsible for implementing the requirements of
DCSS ISM information security policies and
standards.

In cooperation with the DCSS CISO, is required to
train employees on DCSS ISM information security
policies and standards.

Track risk mitigation activities to ensure that corrective
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Role

Child Support
Employees,
Contract Staff and
Third Party Users

ISSUE DATE: MAY 2010

Responsibility

action has been taken or is scheduled to be taken. If
no corrective action is taken, then acceptance of the
risk will be documented.

Report to the DCSS CISO, any misuse of child support
information or child support information assets,
pursuant to ISM 10001 - Security Incident
Management Standard.

Responsible for implementing the requirements of
DCSS ISM policies and standards.

Responsible for protecting and preserving data
integrity and confidentiality when accessing DCSS
information Assets

Take appropriate precautions to ensure protection
from unauthorized access or destruction when
accessing DCSS data.

Use DCSS information assets and computer
resources for DCSS business purposes.

Comply with DCSS ISM policies and standards

Report security incidents pursuant to ISM 10001 -
Security Incident Management Standard.

Attend security awareness training annually.
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SECTION 4000: INFORMATION SECURITY POLICY

DCSS shall establish and maintain a formal Information Security Program.

California child support information and child support information assets are
valuable assets that must be protected. This policy demonstrates the
commitment of the child support program management and establishes the
requirement to create, maintain, and adhere to a uniform set of information
security policies, standards, and guidelines.

The Information Security Program shall be charged with the development,
implementation and maintenance of applicable information security requirements,
processes, procedures, tools, and other activities which are in accordance with
state and federal law in support of DCSS and its administration of the California
Child Support Program.

As outlined in the Information Security Program Guide for State Agencies,
developed by the California Office of Information Security, there are twelve key
components that should be considered by an agency when implementing,
reviewing, or seeking to improve the value of its information security program.
The image below illustrates the 12 components which make up an Information
Security Program.
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SECTION 5000: RISK MANAGEMENT POLICY

DCSS shall establish and maintain a formal Risk Management Program.

DCSS administers the California Child Support Program (CSP), which promotes
the well-being of children and the self-sufficiency of families. DCSS recognizes
and acknowledges that information assets are the foundation of the California
CSP and must be secured to ensure that the organization’s mission is achieved.
The I1SO Risk Management Program (RMP) provides a centralized and
coordinated risk management function to ensure the protection of such
confidential information and support for the DCSS mission.

Risk Management establishes the framework for identifying, assessing and
mitigating risks to child support information and information assets. Risk is the
net negative impact of the exercise of vulnerability, considering both the
probability and impact of occurrence. Risk Management is the process of
identifying risk, assessing risk and taking steps to reduce risk to an acceptable
level. DCSS has the responsibility of maintaining the confidentiality, integrity and
availability of child support information and information assets.

The DCSS ISO’s independent oversight function provides for objective review
and consultation to the DCSS and local child support agency (LCSA) in
identifying and managing risks with potential negative impact to organizational
information assets. The ISO implements, supports, and advises organizational
entities regarding appropriate Risk Management responsibility to ensure
adherence to SAM 4842.2, ISO 17799 standards, and direction from the State
Information Security Officer (SISO). The goal is to ensure that the appropriate
evaluation is conducted to ensure risk identification, acceptance, and mitigation.
This ensures implementation of suitable security controls to protect DCSS
confidential information and information system assets from risk of accidental or
intentional disruption, unauthorized access, disclosure, modification, or
destruction.

The RMP provides a comprehensive process with an enterprise level approach
to DCSS'’ risk identification and mitigation. This approach extends to LCSAs, all
projects and divisions within the organization. The risk management process
identifies 1SO responsibilities in implementing and overseeing through training
and in an advisory capacity to the LCSA, all projects, and divisions within DCSS
as they apply the risk management process in their operations.

This Risk Management Policy has the following corresponding Standard:

e Information and IT Asset Classification Standard
5001 - Information and IT Asset Classification Standard
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Child support information IT asset classification is required to ensure appropriate
protection methods are adopted to protect the confidentiality, integrity, and
availability of child support information and child support information assets.

Pursuant to State Administrative Manual Section 5320.5, Child support
information is classified as: Public, Personal, Confidential and Sensitive. Each
classification description includes a definition, and an example to assist the data
owner in identifying the proper classification.

Confidential Information - Information that is protected by law from unauthorized
access and disclosure and that has value to the public that is jeopardized unless
access is restricted to specific individuals or business functions.

Examples:

e Child support participant application for Child Support Program services.

e Preliminary drafts, notes, or interagency or intra-agency memoranda that are
not retained by the public agency in the ordinary course of business.

e Records pertaining to pending litigation or claim.

e Medical or similar files, the disclosure of which would constitute an
unwarranted invasion of personal privacy.

e Test questions, scoring keys, and other examination data used to administer
a licensing examination or examination for employment.

e Documents protected by attorney-client privilege.

e Correspondence of and to the Governor or employees of the Governor's
office or in the custody of or maintained by the Governor's Legal Affairs
Secretary.

e Home addresses and home telephone numbers of state employees.

e System and network information, such as diagrams, IP addresses, etc.
e Employment Data.

e Federal Tax Information.
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Personal Information - Information that is protected by law from unauthorized
access and disclosure, the disclosure of which requires the data owner to notify
the impacted individual(s). Notice-triggering personal information means an
individual's first name or first initial and last name in combination with any one or
more of the following data elements, when either the name or the data elements
are not encrypted:

e Social security number.
e Driver's license number or California Identification Card number.

e Account number, credit or debit card number, in combination with any
required security code, access code, or password that would permit access to
an individual's financial account.

e Medical information (as defined in Civil Code Sections 1798.29).
e Health information (as defined in Civil Code Section 1798.29).

Examples:

e Child support records containing participant’'s name and social security
number.

e Child support participant bank account number and access code.

e Employee personnel records that contain employee’s name and California
driver’s license number or Social Security Number.

e Family Violence participant data.

Sensitive Information — Information maintained by state agencies that requires
special precautions to protect from unauthorized use, access, disclosure,
modification, loss, or deletion. Sensitive information may be either public or
confidential. It is information that requires a higher than normal assurance of
accuracy and completeness. Thus the key factor for sensitive information is that
of integrity. Typically, sensitive information includes records of agency financial
transactions and regulatory actions.

Examples:

e Information on Intranets.
e Internal memoranda.

e Strategic plans.

¢ Recruitment plans.

e Budgets.

e Phone lists.

¢ Policies.

e Standards.
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Public Information - Any information prepared, owned, used, or retained by a
state agency and not specifically exempt from the disclosure requirements of the
California Public Records Act (Government Code Sections 6250-6265) or other
applicable state or federal laws. Public data is suitable for public dissemination
and can be easily reproduced from other sources. Protection mechanisms are
typically focused on integrity and availability.

Examples:

e Public Internet content.

e Service availability.

e Mission statements.

e Domain name services.

e Qutreach materials.

e Procurement announcements.
e Feasibility Study Reports.
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SECTION 6000: ASSET PROTECTION POLICY

DCSS shall establish and maintain formal processes and procedures to
safeguard child support information assets.

DCSS has the responsibility of maintaining the confidentiality, integrity, and
availability of child support information for all California Child Support Program
stakeholders. To achieve this goal, it is essential that applicable organizations’
management effectively manage child support information and information
assets. This Asset Protection Policy has the following corresponding Standards:

o Access Control Standard.

o Password Standard.

o Conflict Recusal Standard.

o Physical Security Standard

o Media Protection and Sanitation Standard.
. Encryption Standard.

Asset management lays the foundation for DCSS Asset Protection Program and
establishes the management framework for asset identification, classification,
access management and security architecture procedures. The following
requirements are to be applied at DCSS and by all applicable organizations.

6001 - Access Control Standard

Access controls are measures for ensuring that only users with the proper need
and authority can access the system and perform authorized functions on the
systems containing child support information. Applicable organizations’
management and staff will understand their responsibilities relative to access
control. This access control standard contains the following directives:

e Access Control Rules.

e Requirements for Access Control.

e User Access Management.

e Application Access Control.

e Monitoring-System Access and Use.
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Access Control Rules

Access to child support information and information assets will be managed
using two complementary security principles: “the need to know” and “the least
privilege.” Access control should start by denying access to everything, and then
explicitly granting access according to the “need to know” principle. Child
support employees should be granted access to child support information or child
support information assets necessary to carry out Child Support Program
responsibilities.  Access to child support information and child support
information assets should be based on the principle of “least privilege,” that is,
grant no user greater access privileges to the information or assets than Child
Support Program responsibilities demand.

The “least privilege” principle should also be applied to users’ modes of access,
such as whether the individual is granted “read or write” privileges.

Requirements for Access Control

These access control requirements apply to any system that processes or stores
Child Support Information and Child Support Information Assets.

System Requirements

e Any system that processes or stores Child Support Information will:
e Meet the ISM 6002 - Password Standard.

e Strictly control access enabling only privileged users or supervisors to
override system controls or the capability of bypassing data validation on
editing problems.

e Monitor special privilege access, e.g. administration accounts.

e Restrict authority to change master files to persons independent of the data
processing function.

e Have access control mechanisms to prevent unauthorized access or changes
to data, especially, the server file systems that are connected to the Internet,
even behind a firewall.

e Be capable of routinely monitoring the access to automated systems
containing Child Support Information.

¢ Log all modifications to the system files.

e Limit access to system utility programs to necessary individuals with specific
designation.

e Maintain audit logs on a device separate from the system being monitored.
e Delete or disable all default accounts.
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e Restrict access to server file-system controls to ensure that all changes such
as direct write, write access to system areas and software or service changes
will be applied only through the appropriate change control process.

e Restrict access to server-file-system controls that allow access to other users’
files.

e Ensure that servers containing user credentials will be physically protected,
hardened and monitored to prevent inappropriate use.

Logon Banners and Warning Notices

All computer systems that contain or access child support information will display
warning banners informing potential users of conditions of use consistent with
state and federal laws.

Warning banners must remain on the screen until the user takes explicit actions
to log on to the information system.

The banner message will be placed at the user authentication point for every
computer system that contains or accesses child support information. The
banner message may be placed on an initial logon screen in situations where the
logon provides access to multiple computer systems.

At a minimum, banner messages must provide appropriate privacy and security
information and shall contain information informing potential users that:

e User is accessing a government information system for conditions of use
consistent with state and federal information security and privacy protection
laws.

e System usage may be monitored, recorded, and subject to audit.

e Unauthorized use of the system is prohibited and subject to criminal and civil
penalties.

e Use of the system indicates consent to monitoring and recording.

User Access Management

This section describes the user access lifecycle from granting user access to
termination of access.
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User Identification and Authentication

Access control is the process of limiting and controlling access to system
resources, and user identification (ID) and authentication is the most fundamental
aspect to control access.

Applicable organizations’ management will ensure that systems that contain or
store child support information:

e Uniquely identify each individual user.

e Authenticate user identities at logon. Authentication mechanisms will be
appropriate to the sensitivity of the information.

e Provide accountability for each user’s activity using child support Information.

User Registration

User registration is a process that documents access levels authorized for each
child support employee, ensures user identity and the need to access child
support information and child support information assets. Applicable
organizations’” management will establish and maintain user registration
procedures that apply to all stages of user access life cycle, from registration of
new users to de-registration of users no longer authorized to have access. The
user registration procedures will:

e Track or document which individuals are authorized to issue user IDs to child
support employees and restrict authority to issue user IDs to those identified
individuals.

e Track or document the access control level privileges that may be granted
and restrict individuals’ access to authorized levels.

e Track or document the access levels granted to each registered child support
employee.

e Conduct regular reviews of the registered child support employees’ access
level privileges.

e Provide procedures to disable user accounts upon termination of employment
or contractual obligation, and procedures to modify access privileges upon
change in job responsibilities.

e Secure password delivery and password reset mechanisms to assure
passwords are known only to the user.

ISSUE DATE: JANUARY 2007 Page 22
REVISION DATE:



DEPARTMENT OF CHILD SUPPORT SERVICES SECTION 5070
POLICY & PROCEDURES INFORMATION SECURITY MANUAL

Account and Access Management

The following account and access management processes applies to all
applicable organizations:

e Child support employees should be assigned only the access privileges
needed for their job.

e For any system that processes or stores child support information, password
security will extend to the functional screen level and limit the user’s capability
to view and/or update those screens.

e System administration accounts should be assigned and used only for
performing administrative activities.  For example, do not log-in with
administrative account when using the system as a regular user, not
performing administrative duties.

e Each user will have a unique user-id. Accounts should NOT be shared at any
time.

e Child support employees should log off or activate password-protected
mechanisms (e.g., password-protected screensavers) before leaving the
immediate vicinity of child support systems whenever possible.

Inactivity Timeout and Restricted Connection Times

Systems that process or store child support information shall implement the
following:

e Automatic lockouts for system devices, including workstations or other mobile
computing devices, after no more than 10 minutes of inactivity. Refer to ISM
9006 - Mobile Computing Device Standard.

e Automatic network session termination for network connections associated
with a communications session at the end of a session after no more than 10
minutes of inactivity.

Application Access Control

For any system that processes or stores child support information, controls
should be used to restrict access within application systems. Logical access to
software and information should be limited to authorized users only. Application
system controls should:

e Control user access to information and application system functions,
according to a defined access-control policy.

e Prevent unauthorized access to any utility or operating-system software that
can override system or application controls.
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e Prevent compromise to the security of other systems with which information
resources are shared.

e Allow access only to the owner of information and other authorized users or
groups.

e Carefully manage all interfaces.
e Provide security levels for access to records and files.

Monitoring-System Access and Use

See ISM 9004 - Secure System Standard, for system monitoring requirements.

6002 - Password Standard

Passwords are the first line of protection for user accounts. Poorly managed
passwords could become the weakest security link and may result in the
compromise of child support information and information assets. These
standards establish the minimum requirements to create and to maintain a
secure environment.

This Password standard contains the following directives:

e Password requirements enforced by systems.
e Password rules for users.

Password Requirements Enforced by Systems

These password requirements apply to all systems processing or storing child
support information:

e Passwords must contain at least eight characters unless the system
incapable of compliance with this requirement. For systems that cannot
accept a password of eight characters, the minimum password length will be
the maximum length accepted by that system.

e The system must automatically require the system user to periodically change
passwords. Passwords will be changed every 60 days. For systems which
cannot accept a password length of eight characters or cannot meet the
complexity rule, the password will be changed every 45 days.

e Passwords must satisfy the complexity rule i.e. the password must contain at
least three of the following four elements: uppercase and lowercase letters,
Numeric, and punctuation or special characters such as a, @, #, $, %.

e Passwords must not be reused for six iterations.
e Audit logging will be enabled to detect invalid log-in attempts.
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e The user account must be automatically disabled after three unsuccessful
logon attempts. Users can regain access only through reset methods
authorized by the applicable organization’s management.

e After a user password reset, the system must require the user to change
password at the first logon attempt following the reset.

e Passwords files must be encrypted using one way hashing algorithms to
prevent compromise and disclosure when stored in files or databases on
systems and servers. Microsoft’s Local Area Network Manager (LM) and NT
Local Area Network Manager (NTLM) hash must not be used to store
passwords as these files are easily compromised. If passwords cannot be
encrypted, access to the file or database element containing the passwords
must be restricted to authorized system administrators.

e Default passwords must be changed before the device is placed in service.

Password Rules for Users

Users must:

e Use a password no less than eight characters unless the system cannot
support a password of specified length.

e Not reveal their passwords to anyone, at any time, for any reason.
e Not store their passwords in an unencrypted format for reference.
e Change their password if a compromise is suspected.

e Select complex passwords—that is passwords that combine three of the
following four elements: uppercase and lowercase letters, numeric digits, and
punctuations and special characters such as @, #, $, .,%, ", &.

e Not use sequential or repeating combinations, such as "12345678," "222222,"
"abcdefg," or adjacent letters on the keyboard

e Consider using a pass phrase if the system can accept lengthy passwords. A
passphrase is a sequence of words or other text. Examples of such phrases
appear below:

o The sky is 2 Bright! (complexity = upper and lower case, a numeric
character and a special character).

o 1 Sleek silveR cruiser gulps gas. (complexity = numeric, upper and lower
case and a special character).

o Who 8 the chocolate cake? (Complexity = upper and lower case letters,
numeric digit and special character).
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Consider using a pass phrase mnemonic. A pass phrase mnemonic uses the
first or representative characters of each word in the pass phrase and
converts the pass phrase into a word that meets the complexity rules.
Examples of such phrases appear below:

o Pass phrase = | wish there was a Lexus in my driveway! Pass phrase
mnemonic = IwtwaLimd! (Complexity = upper and lower case and a
special character.

o Pass phrase =1 am 56, too old to keep working this hard every day. Pass
phrase mnemonic = la56,totkwthed! (Complexity = upper and lower case,
numeric and special character).

Not use single common or dictionary word with letters replaced by numbers or
symbols, such as "M1cr0$0ft" or "P@sswOrd."

Not use the “Remember Password” feature of applications.

Not write down passwords unless properly secured. In the case of storing
password(s) in an electronic data file, the file must be encrypted.

Not include the username or User ID and password in the same e-mail or
other form of communication when distributing account information. User ID
and password should be sent in separate email messages or two separate
modes of communication.

Not use a password that can be easily guessed such as the user’s user-id,
name, or nicknames.

Use a unique password for each account that has system-level privileges
granted through group memberships or programs such as "sudo."

Change the passwords of all accounts to prevent subsequent use when the
holder of one of these accounts leaves.

Not use child support system passwords for accessing personal resources
(e.g., personal bank accounts, web stores, etc.).

6003 - Conflict Recusal Standard

Child support employees must conduct their daily child support business with the
utmost integrity. Child support employees must avoid impropriety in conducting
their business. Accordingly, child support employees must recuse themselves
from cases in which one participant is:

The child support employee.
A relative of the child support employee.
A person with whom the child support employee cohabits.

A person with whom the child support employee has personal or business
relationship.
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Employment and Procurement Notices

Applicable organizations’ management will include in procurement documents
and employment opportunity announcements, a statement informing potential
vendors and job candidates that upon selection or hire individuals that are
provided access to child support information must recuse themselves from cases
in which one participant is:

e The child support employee.
e A relative of the child support employee.
e A person with whom the child support employee cohabits.

e A person with whom the child support employee has personal or business
relationship.

Employee Conflict Recusal Requirements

Applicable organizations’ management will implement procedures necessary to
ensure that child support employees recuse themselves pursuant to this
standard. Such procedures will include:

e Instructions for child support employees for requesting case recusal.

e The steps for system administrators to restrict access to cases in systems
containing child support information in which the child support employee has
recused himself or herself.

e Procedures to search system data bases for every child support employee to
determine if he or she has failed to declare his or her own child support case.

e Child support employees will not access any form of child support information
regarding any case in which he or she has a relationship as specified in this
standard with any of the case’s participants.

e Child support employees will recuse themselves from appropriate cases
pursuant to this standard at the time of hire and at any time that the employee
learns that he or she has a relationship, specified in this standard, with a child
support participant in any case.

e Applicable organizations’ management will develop procedures to make the
employees and personnel with access to child support information aware of
this standard, the recusal responsibility and the procedures to submit recusal.
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6004 - Physical Security Standard

The objective of physical security is to secure and monitor facilities containing
child support information and child support information assets to prevent
intentional or unintentional damages due to natural or unnatural causes.
Physical security includes workplace processes, procedures, and preventive
measures designed to protect the confidentiality, integrity and availability of child
support information. For the purpose of this standard, the term “facilities” means
any building in which child support information is processed or stored.

See ISM 10001 - Security Incident Management Standard, for security incident
reporting requirements, including physical security. This standard includes:

e Facility security.
e Work area security.

Facility Security

To ensure the protection of child support information, the facilities should be
strategically located and the building and the work site must be protected in a
manner that minimizes the risk of crime, theft, destruction and unauthorized
access.

Facility Site Selection Requirements

e When selecting a site for a facility to process or store child support
information and child support information assets, conduct a risk analysis to
determine potential physical threats to each site being considered. Threats to
be included in the risk assessment must include, at a minimum, earthquake,
flood, fire, power failure, and physical intrusion. The criteria for site selection
must consider the relative risks to child support information and child support
information assets for each site being considered.

e When selecting a vendor to provide offsite services that process or store child
support information such as printing, scanning, storage, computer services,
money collection and disbursement, the procurement evaluation must include
facility and location risks in selecting the prospective vendor. The vendor
should be required to provide a risk analysis of the proposed site that includes
earthquake, flood, fire, power failure, physical intrusion and other risk factors
relevant to the site’s environment.
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Perimeter Security Requirements

Applicable organizations must use security perimeters (barriers such as walls,
card controlled entry gates, security guards or staffed reception desks) to restrict
access to facilities or areas within facilities that process or store child support
information or contain child support information assets. The following measures
must be implemented for physical security perimeters:

e Conduct a risk assessment to determine the appropriate procedures and
controls necessary to prevent unauthorized intrusion to restricted areas. At a
minimum the risk assessment must consider location, number, type and
strength of perimeters.

e Implement multiple barriers of physical protection to ensure that failure of one
physical barrier will not immediately compromise the restricted area. (For
example: secured perimeter/locked container; locked perimeter/secured
interior; or locked perimeter/security container.)

e Clearly define and control security perimeters.

e Document and implement processes and procedures to ensure that
perimeters prevent public access to the areas used to process and store child
support information and child support information assets.

e Document and implement processes and procedures to ensure that
perimeters are physically sound (i.e. there should be no gaps in the perimeter
walls, floors and ceilings where a break-in could easily occur).

e Control entrances and exits through perimeters to restrict access to
authorized child support employees. Controls include security revolving
doors, locking mechanisms with assigned keys, badges, codes or biometric
controls, manned reception areas, video monitoring, etc. At a minimum, there
must be a means to log the entrance of personnel through perimeters.

e Establish internal perimeters between entities when sharing a facility with
another entity.

e Ensure all fire doors on a perimeter are alarmed and monitored.

e Document and implement processes and procedures to test intrusion
detection devices. Procedures must include test frequency.

e Document and implement procedures to ensure loading docks are protecting
child support information assets from unauthorized exposure.

e Restrict signage and logos on facilities supporting data centers, back up data
storage sites, operational recovery sites to ensure that the facilities are not
identified as child support facilities.
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Public Area Security
Public area security covers both public areas and public service areas.

e Access to public service areas must be restricted to established business
hours.

e Public service areas must be monitored by child support employees, security
guards, or video cameras.

e Self-service kiosks in public service areas must be configured to ensure that
only intended kiosk users are able to access the information those users are
authorized to access.

e Public service areas must contain a mechanism (emergency telephone, alarm
button) to facilitate immediate notification of security guards or police to report
threats to persons or property.

Facility Security Processes and Procedures

To ensure security of facilities and availability of child support services,
applicable organizations must document and implement the following procedures
at a minimum:

e Risk assessment procedures which include a schedule for conducting
periodic risk assessments of facilities as it relates to the protection of child
support information and child support information assets.

e Incident reporting and response procedures for incidents involving facilities
that fail to prevent theft loss, damage, and unauthorized modification, release,
or access to child support information or child support information assets, or
interruption of child support services.

e Business continuity responsibilities relating to facilities, including contact and
coordination with applicable organizations’ facilities and procurement
personnel.

e Documentation and implementation of emergency reporting and response
procedures.

e Facility access procedures for visitors and vendors (such as, copy machine
technicians, vending machine suppliers, etc.) that track, monitor, and control
access to restricted areas. For example: visitor logs, visitor identification
(badges), child support employee escort, and security personnel notification
of unidentified or unescorted visitors.
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e Procedures for managing child support employees’ access to facilities must
include:
o Authorize and document child support employees’ access to facilities.
o Require management approval for access to areas within facilities that
require additional access controls, e.g. server room, Human Resources or
work area for sensitive processes.

e Deactivate access of child support employees upon termination of
employment or contract term.

e Review and audit child support employees’ access to facilities.

Work Area Security

A work area is defined as the area used for processing or storing child support
information and child support information assets. Access to these areas is
restricted to those employees who have a business need. Applicable
organizations must implement the following to facilitate security within the work
area:

e Train child support employees regarding the existence of and importance of
physical premises and physical access rules to enable them to help identify
and report the presence of unauthorized persons within restricted areas.

e Train employees to report unexpected objects in work areas.

e Restrict the use of recording features (i.e., video, audio) on recording devices
such as cameras, cell phones, or other recording equipment, in restricted
areas unless specifically authorized.

e Inspect facilities periodically to check for unexpected and unauthorized
property or activities.

e Develop policies and procedures to assure child support information is not left
exposed or unattended when leaving the work area.

e Implement process and procedures to control removal of child support
information from the work area. For example: employees cannot take work
related information home or other places outside the work area without
management approval.

e Place and position equipment so as to minimize disclosure of confidential and
personal information to unauthorized individual(s). For example, computer
monitors, printers, and FAX machines that process confidential and personal
information should not be installed in high traffic areas which are frequented
by persons with no need to know such information.

e Protect documents containing child support information in storage to minimize
exposure of confidential, personal and sensitive information to unauthorized
individuals.
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6005 - Media Protection and Sanitation Standard

Media protection controls provide physical and environmental protection and
accountability of child support information on storage media of all types (such as
magnetic, optical, solid state and paper) regardless of its form, whether digital or
non-digital (paper). For the purpose of this standard, media is defined as any
storage component that contains or stores child support information, such as but
not limited to printouts and hard copy documents, tapes, diskettes, flash memory
drives (USB, jump, thumb), hard drives, CDs, DVDs, etc. Media may be found in
devices, such as PDAs, desktops, laptops, servers, and other digital devices.
Media protection controls should be designed to prevent the loss of
confidentiality, integrity, or availability of information. This standard establishes
physical, logical, and environmental protection requirements for media.

Standard directives include the following:

e Media access and storage.
e Media sanitation.

Media Access and Storage

Applicable organizations shall establish procedures and take the following
actions to ensure that media is protected from unauthorized access, disclosure,
modification, destruction or loss:

e Restrict access to all media to authorized individuals with processes and/or
mechanisms for authentication and authorization in accordance with ISM
6001 - Access Control Standard.

e Physically control and securely store all media within controlled or normal
work areas and protect from physical and environmental hazards. This
includes but is not limited to employee desks or other local and remote work
areas. Storage areas with significant volumes of media should employ
automated mechanisms to restrict and audit access.

e Maintain confidentiality and acceptable use statements for system users in
accordance with ISM SECTION 7000: ACCEPTABLE USE POLICY.

e Classify media in accordance with ISM 5001 - Information and IT Asset
Classification Standard, commensurate with the highest level of information
processed on the system with which it is used.

e Mark removable or portable media containing federal tax returns and/or return
information (FTI) as FTI to ensure proper handling and storage.

e Protect and control media when traveling outside of normal work areas, and
restrict the activities associated with the transport of such media to authorized
personnel.
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e Employ the use of encryption in accordance with ISM 6006 - Encryption
Standard when transporting digital media that contain child support
information.

e Remove and/or sanitize digital media, where applicable, prior to sending off-
site for maintenance.

e Document activities associated with the transport of media containing child
support information with the use of logs or other tracking mechanisms.

e Implement use of inventory logs, control numbers or other record-keeping
methods in addition to appropriate physical protection for media containing
FTI, which requires strict access accountability and/or chain-of-custody
verification (including media sent off-site for maintenance). These logs must
be archived and made available to the DCSS ISO for six (6) years.

e Ensure child support information custodians are advised of security
requirements and/or data sharing agreements to establish procedures for
compliance with those requirements.

e Permit only authorized digital media to process, access, and store child
support information.

e Protect any media containing child support information until the media are
sanitized in accordance with National Security Agency (NSA) standards (for
example, purging or destroying) when no longer needed or required. Refer to
ISM 6005 - Media Protection and Sanitation Standard.

e Restrict reuse of digital media used for backup and/or data storage of child
support information only to the applicable organizations’ data.

e Require offsite facilities used to store paper documents or digital media
comply with DCSS media protection and handling requirements and
implement the same security provisions with that of the applicable
organization’s security requirements.

Media Sanitation

Sanitization refers to the destruction of data on media and/or system(s)/device(s)
containing such media, as well as the removal of all labels and markings, such
that there is reasonable assurance that the data cannot be recovered or
reconstructed. Media sanitization mitigates the risks of unauthorized disclosure
of information by ensuring that the information on media being disposed, reused
(when applicable), or returned to vendors or manufacturers, cannot be recovered
or reconstructed. Applicable organization shall apply the following directives for
media sanitation:

e Sanitization methods for media containing child support information shall be
in accordance with NSA standards (for example, clearing, purging, or
destroying). Refer to ISM 6005 - Media Protection and Sanitation Standard.
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e Acquisitions for equipment intended for the use of processing or storing child
support information that include vendor return options for replacement or
repair (such as off-site repair or maintenance) should include provisions
within the purchase agreement or documentation to allow destruction of all
information and/or media prior to return for replacement or repair.

e All storage media (magnetic, optical, electrical, or other) subject to vendor
return agreements (such as but not limited to lease, warranty, rebate/refund
etc.) shall have a method to appropriately sanitize the media of all residual
data, using state- and federally-required methods prior to returning to vendor.
Refer to the ISM 6005 - Media Protection and Sanitation Standard.

e All contracts or agreements for vendor-provided services for sanitation or
disposal of media containing child support information shall include provisions
for a child support employee to withess the media sanitation.

e Prior to surplus, media that is obsolete or no longer usable shall either be
purged or physically destroyed to ensure residual data cannot be recovered
or reconstructed. Physical destruction methods include disintegration,
incineration, pulverizing, or shredding. Refer to DCSS ISO guidelines for
specific examples. Refer to ISM 6005 - Media Protection _and Sanitation
Standard.

e Sanitization procedures and equipment shall be periodically tested, where
applicable, to verify correct performance.

e Hardcopy documents, such as computer printouts, notes, work papers, etc.,
must be destroyed using methods such as incineration, mulching, pulping,
disintegration, or shredding. Hand-tearing or burying child support
information in landfills is an unacceptable method of disposal.

e Sanitization of digital media or electronic surplus property containing FTI shall
be withessed by an applicable organization’s employee, documented, and
certified in writing. Certification records shall include information to identify
media that was sanitized/destroyed, such as, property tag numbers, serial
numbers and manufacturer, date of sanitization, sanitization method (clear,
purge, destroy) and final disposition (vendor return, resale, donation, etc).
Certification records for media containing FTI must be retained and made
available to the DCSS ISO for six (6) years.

6006 - Encryption Standard

The California Child Support Program collects, stores, and processes personal
and confidential information to fulfill its mission for the delivery of quality child
support establishment, collection, and distribution services. Pursuant to State
Administrative Manual (SAM) Section 5335.2, and California Civil Code 1798.29,
DCSS is required to protect this information in electronic form from unauthorized
access while in storage or in transit by the use of encryption. Encryption is the
encoding of data so that it can be read only by the intended recipients or at the
intended destination.
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Encryption Requirements

Applicable organizations must develop procedures to implement the following
requirements to protect child support information classified as personal,
sensitive, or confidential, per ISM 5001 - Information and IT Asset Classification
Standard:

Encrypt when stored on portable computing devices i.e. laptops, PDAs, etc.

Encrypt when stored on portable storage media i.e. CDs, DVDs, USB flash
drives, tapes, removable hard drives, etc.

Encrypt when transmitted over a public network. Solutions may include:
Secure Socket Layer (SSL), Virtual Private Network (VPN), Secure File
Transfer Protocol (SFTP), encrypted email, and/or encrypted wireless
networks.

Ensure contractors such as business partners or vendors provide the same
controls and safeguards to protect sensitive, confidential or personal child
support information.

When an encryption product is employed, it must be certified according to
Federal Information Processing Standards (FIPS Publication 140-2). Use of
proprietary encryption algorithms is not allowed for any purpose on child
support information or child support information assets.

Encrypt using at a minimum a 128-bit randomly generated key. The
encryption algorithm must meet or exceed the current industry standard of
Triple DES. However, applicable organizations are encouraged to leverage
the latest standard approved by the National Institute of Standards and
Technology (NIST), such as AES for future implementations.
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SECTION 7000: ACCEPTABLE USE POLICY

Department of Child Support employees shall be permitted incidental access to
State resources for personal use.

Child support information and information assets are strategic assets of the
Department of Child Support Services (DCSS) and must be treated and
managed as valuable resources. DCSS and applicable organizations provide
various computer resources to their user community to enable users to perform
their job-related duties. State law permits incidental access to State resources
for personal use. This incidental use shall be referred to as “acceptable use.”

This policy documents expectations for acceptable use of child support
information assets. This Acceptable Use Policy is established to achieve the
following:

e Establishes appropriate and acceptable practices regarding the use of child
support information assets.

e Ensures compliance with applicable state and federal law and other rules and
regulations regarding the management of child support information assets.

e Educates individuals who may use child support information assets regarding
their responsibilities associated with computer resource use.

This Acceptable Use Policy contains the following policy directives:

e Acceptable Use Management.
e Ownership.

e Acceptable Use Requirements.
e Incidental Use.

e Together, these directives form the foundation of the DCSS Acceptable Use
Program.

Acceptable Use Management

DCSS Management supports the ongoing development and maintenance of the
DCSS Acceptable Use Policy.

e DCSS management commits to the ongoing training and education of DCSS
staff responsible for the administration and/or maintenance and/or use of child
support information and information assets. At a minimum, basic Security
Awareness training for all child support users must be conducted annually.
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e DCSS will use metrics to establish the need for additional education or
awareness programs to facilitate the reduction of potential threats and
vulnerability of child support information assets.

e Applicable organizations’ management must develop acceptable use
procedures to protect child support information assets.

e Any security issues discovered will be reported to the Information Security
Officer or a designee of the applicable organization for follow-up investigation.
Additional reporting requirements can be located within the enforcement,
auditing and reporting section of this policy.

Ownership

Child support employees’ use of child support information and information assets
is neither personal nor private. Authorized DCSS or applicable organization
security staff may access user access records at any time without knowledge of
the user or owner. DCSS reserves the right to monitor and/or log all use of
DCSS information resources with or without prior notice.

Acceptable Use Requirements

Users must report any perceived weaknesses in DCSS computer security to the
appropriate security staff. Weaknesses in computer security include unexpected
software or system behavior, which may result in unintentional disclosure of
information or exposure to security threats.

e Any user that observes any unauthorized access or misuse of any system
that processes or stores child support information or inappropriate use of any
child support IT asset must report the incident in accordance with the ISM
10001 - Security Incident Management Standard.

e Users must not deliberately attempt to access any data, documents, email
correspondence, or programs contained on systems for which they do not
have authorization.

e Users must not engage in activity that may harass, threaten or abuse others
or intentionally access, create, store or transmit material which may be
deemed offensive, indecent or obscene, or that is illegal according to local,
state or federal law.

e Users must not engage in activity that may degrade the performance of
information resources; deprive an authorized user access to child support
information assets; obtain extra resources beyond those authorized; or
circumvent DCSS computer security measures.
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e Child support information assets must not be used for personal benefit,
political activity, unsolicited advertising, unauthorized fund raising, or for the
solicitation of performance of any activity that is prohibited by any local, state
or federal law.

e Users shall not violate copyright laws of copyrighted material and must not
install any copyrighted software for which applicable organizations or the end
user does not have an active license.

e Users shall not install personally-owned copies of any software (including
games, screensavers, Internet service programs, peer-to-peer file sharing,
instant messaging programs, etc.).

e Personally-owned information management devices shall not be connected to
child support information assets. Information management devices include
but are not limited to: laptops, personal digital assistants (PDA), blackberries,
portable media (such as USB flash drives), or any other device that
processes, stores, or transmits data.

e Users must sign a statement that acknowledges reading and understanding
information security policies and consequences of failure to comply.

Incidental Use

Government Code Section 8314 permits incidental personal use of state
resources. At DCSS this means:

Incidental personal use of electronic mail, internet access, fax machines, printers,
or copiers is restricted to DCSS approved users only and does not include family
members or others not affiliated with DCSS.

e Incidental use must not result in direct costs, cause legal action against, or
cause embarrassment to DCSS.

e Incidental use must not interfere with the normal performance of an
employee’s work duties.

e Storage of personal email messages, voice messages, files and documents
within DCSS’s computer resources must be nominal.

DCSS management will respond to incidental use questions and issues using
these guidelines in collaboration with the DCSS CISO and DCSS Chief Counsel.
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SECTION 8000: SECURITY AWARENESS POLICY

DCSS shall establish and maintain a formal Security Awareness Program.

In order to achieve Child Support Program security goals, all child support
employees must understand the importance of information security as well as
their individual responsibilities and accountability of information security. The
Child Support Program must maintain an organizational culture that practices
and values security and successfully communicates this message to employees
and customers alike. The DCSS Security Awareness Program is a cornerstone
for translating DCSS’s security program vision into tangible results.

Security Awareness Management Requirements

Security awareness provides the foundation for the DCSS Information Security
Program.

e DCSS management supports the ongoing development and maintenance of
the DCSS Security Awareness Program.

e DCSS management commits to the ongoing training and education of DCSS
staff responsible for the administration and/or maintenance of the Security
Awareness Program.

e DCSS management will use metrics to establish the need for additional
education or awareness program measures in order to facilitate the reduction
of threat and vulnerability profiles of child support information assets.

Security Awareness Program Requirements

The DCSS CISO will:

e Prepare, maintain and distribute information security manuals that describes
DCSS information security policies and procedures.

e Coordinate activities with applicable organizations’ ISOs to promote security
awareness among all child support employees.

e Coordinate activities with applicable organization’s ISOs to develop a security
awareness training program.

e Coordinate with applicable organizations’ ISOs to develop methods and
metrics to measure the initial security awareness baseline and subsequent
employee awareness to determine the effectiveness of training. These
methods may include use of, sample awareness testing, and subsequent post
training surveys.
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e Develop and maintain a communications process to inform child support
employees of new computer security program information, security bulletin
information, and security items of interest.

Applicable Organizations’ Management Requirements

e Provide security awareness training to all child support employees prior to, or
at least within 30 days of being granted access to any child support
information or child support information assets. Training may be provided via
classroom training, a computer-based training application, or reading of
security awareness manuals/handouts.

e Provide refresher security awareness training annually to all child support
employees.

e Develop a process to ensure that child support employees’ attendance at the
required security awareness training is tracked.

e Encourage applicable organizations’ security staff to participate in the
activities of information security professional organizations such as
Information Systems Security Association, (ISSA) and provide feedback on
successful security awareness presentations and programs.

e Ensure that any contract with a service provider, that requires the service
provider's employees to obtain access to child support information or child
support information assets, contains a requirement for its employees to
complete security awareness training and sign a confidentiality statement
provided by the applicable organization.

Child Support Employees Requirements

e Annually attend all required security awareness training and sign a
confidentiality statement.

e Comply with DCSS ISM policies and standards.
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SECTION 9000: VULNERABILITY MANAGEMENT POLICY

DCSS shall establish and maintain formal processes and procedures to minimize
the vulnerabilities of DCSS information systems.

Vulnerability is a flaw or weakness in a system's design, implementation,
operation or management that could be exploited to violate the security in the
system. Vulnerability Management is the discipline of monitoring and mitigating
system vulnerabilities. Some examples of Vulnerability Management Activities
are system scanning, system hardening and patch management.

This Vulnerability Management Policy contains the following policy directives:

e Vulnerability Management Requirement.
e Vulnerability Monitoring Requirement.
e Vulnerability Remediation and Mitigation Requirement.

Together, these directives form the foundation of the DCSS Vulnerability
Management Program.

Vulnerability Management Requirements

Vulnerability Management lays the foundation for the Vulnerability Management
Program and establishes the management framework for monitoring, mitigating
and preventing future vulnerabilities to DCSS assets.

e DCSS management supports the ongoing development and maintenance of
the DCSS Vulnerability Management Program.

e DCSS management commits to the ongoing training and education of DCSS
staff responsible for the administration and/or maintenance of DCSS
Vulnerability Management controls or detection and mitigation technologies.

e DCSS will maintain a Risk Management Plan that addresses risks to DCSS
systems and those of applicable organizations.

e Applicable organizations’ security staff will participate in the configuration
management process to ensure changes to production systems do not
introduce vulnerabilities.
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e DCSS will develop metrics to measure the occurrence of vulnerabilities, the
effectiveness of mitigation efforts and any impacts to the confidentiality,
integrity or availability of child support information and child support
information assets.

e Child support employees will report security incidents pursuant to ISM 10001
- Security Incident Management Standard for follow-up investigation.

Additional reporting requirements can be located within the Enforcement,
Auditing and Reporting section of this policy.

Vulnerability Monitoring Requirements

Vulnerability monitoring commonly employs tools and processes capable of
detecting and determining various types of vulnerabilities associated with a
potential attack or compromise.

e Applicable organizations’ management will institute procedures to ensure that
vulnerability assessments are performed periodically on systems that process
or store child support information.

e Applicable organizations’ management will establish vulnerability profiles
based on the asset classification. Profiles are a set of security configurations.

e Applicable organizations’ management will conduct an initial vulnerability
assessment to establish a baseline for each child support IT asset and will
utilize this baseline as the starting point for vulnerability metrics and the
vulnerability management program. The baseline will be used to support the
vulnerability remediation and mitigation processes.

e Applicable organizations’ management will use vulnerability profiles and
baselines in the definition of requirements for deploying automated tools and
manual processes.

e Applicable organizations’ management will conduct vulnerability assessments
of systems that process or store child support information, on a periodic basis
according to each asset’s classification.

The DCSS CISO in collaboration with applicable organizations’ management will
prioritize and rate vulnerabilities according to the severity of the vulnerability,
estimation of threat and asset classification.
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Vulnerability Remediation and Mitigation Requirements

Applicable organizations’ management will:

e Utilize the findings from the vulnerability monitoring and assessment activities
to plan for the ongoing elimination or mitigation of the vulnerabilities.

e Track wvulnerability mitigation to ensure that the vulnerability has been
corrected, is scheduled for correction or risk documented and accepted
according to risk assessment process.

e Establish processes to ensure the tracking, enforcement and ability/authority
of individuals responsible for corrective actions.

e Cooperate with DCSS and outside agencies as necessary to meet its
Vulnerability Management objectives. DCSS CISO will cooperate with the
State of California Information Security Officer as necessary to meet the
security objectives of the state and the department.

9001 - Systems Acquisition, Development, And Maintenance

DCSS must ensure that information security is an integral part of critical
information systems developed to automate the California child support program,
referred to as California Child Support Automated System (CCSAS), and provide
for the integrity and security of information assets throughout the system
development lifecycle (SDLC). Implementation of this standard for CCSAS is
limited to DCSS management as the entity responsible for the operation of
CCSAS. For non-CCSAS critical systems, this standard shall be implemented by
all applicable organizations.

The purpose of this standard is to establish the following requirements for
incorporating information security into information systems beginning at
acquisition through development and maintenance.

e Information Technology (IT) Security Capital Planning.
e System Development Life Cycle (SDLC).

9002 - IT Security Capital Planning

Applicable organizations must consider integration of IT security into planning
processes for systems used for purposes of administration or support of the
California Child Support Program. This practice is consistent with industry best
practices and ensures information security is well thought out in early stages of
the IT SDLC and appropriate resources have been allocated for adequate
protection of child support information systems.
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9003 - System Development Life Cycle (SDLC) Requirements

All applicable child support systems and applications, whether in development or
production, shall comply with information security requirements as defined in ISM
9004 - Secure System Standard, and include/implement appropriate security
controls identified in NIST Special Publication (SP) 800-53.

Information security activities shall be included in all phases of the SDLC, i.e.:

e Initiation.

e Development and Acquisition.

e Implementation and Assessment.
e Operations and Maintenance.

e Disposal.

Initiation

This phase of the SDLC identifies and documents the need and purpose of a
system and must include security planning and considerations. The security
assessment and authorization activities that support the security risk
management process as defined in ISM SECTION 5000: RISK MANAGEMENT
POLICY begin in this phase of the SDLC. Systems developed to support child
support services shall include, at minimum, the following activities during this
phase:

e System categorization and classification in accordance with ISM 5001 -
Information and IT Asset Classification Standard including the identification of
any special handling requirements to transmit, store, or create information.

e Security risk assessment of business requirements in terms of confidentiality,
integrity, and availability of the child support system in accordance with ISM
SECTION 5000: RISK MANAGEMENT POLICY to ensure threats,
requirements, and potential constraints in security functionality and integration
are considered.

Development and Acquisition

The development and acquisition phase of the SDLC focuses on secure system
design based on findings of the risk assessment from the previous phase, and
the system acquisition, development, and testing phase. Systems developed to
support child support services should include, at minimum, the following activities
during this phase:
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e Evaluate and analyze identified risk in the initiation phase with the system’s
design, recommended solution, stated functional requirements, and the
baseline security requirements to determine effectiveness of proposed
solution to mitigate anticipated risks.

e Document required security controls that should be implemented to assure
appropriate level of protection (e.g., physical security, access control,
auditing, network, etc.).

e Implement security controls into system design.

e Incorporate security requirements and/or security specifications for
solicitation, contracts and/or purchase documents, either explicitly or by
reference when conducting IT acquisitions.

e Ensure acquisition agreements for services with external entities are in
accordance with ISM 9007 - Secure Data Transfer Standard.

e Perform testing and evaluation to ensure security measures are implemented
as designed and to validate the effectiveness of the security controls.

Implementation and Assessment

The implementation and assessment phase of the SDLC includes the installation
and evaluation of the system’s performance in the operational environment.
Procedures for security activities during this phase should be developed and
implemented to include, at minimum, the following:

e Incorporate scope of security testing in project work plan, including process
for verification and validation of security control features prior to release to
production and also within the operational environment upon post-
implementation.

e Ensure security control features can and do work correctly and effectively in
the operational environment.

e Obtain approval and authorization of system security prior to release to
production/operation environment. This requires formal and documented
security authorization from applicable organization’s management, or
designee for the information system to process, store, or transmit data.

Operations and Maintenance

The operations and maintenance phase of the SDLC is the period when the
system is operating and in a production environment. This phase requires
ongoing monitoring of system performance to ensure the system is performing as
expected and that the security controls are working as designed. The system
may require enhancements and/or modifications that may necessitate changes,
addition and/or replacement of hardware and/or software. During this phase,
systems developed to support child support services shall include the following:

ISSUE DATE: JANUARY 2007 Page 45
REVISION DATE:



DEPARTMENT OF CHILD SUPPORT SERVICES SECTION 5070
POLICY & PROCEDURES INFORMATION SECURITY MANUAL

e Processes and procedures for assured operations and continuous monitoring
of the information system’s security controls. This includes a plan of action
and milestones for remediating compliance gaps and mitigating known risks,
and performing security reauthorizations as required.

e Management of system configuration and all changes in accordance with ISM
9011 - Configuration Management Standard.

e Adequate and current system documentation and training for authorized
personnel.  System documentation must be appropriately secure and
protected from unauthorized access and disclosure.

e System monitoring for new or existing threats, vulnerabilities and risks, and
implementation of appropriate measures to mitigate risks in accordance with
ISM SECTION 10000: THREAT MANAGEMENT POLICY, ISM SECTION
9000: VULNERABILITY MANAGEMENT POLICY, and ISM SECTION 5000:
RISK MANAGEMENT POLICY.

e Enforcement of the use of all software for child support systems in
accordance with all software license agreements with child support services
and copyright laws.

e Enforcement of user rules of behavior as governed by ISM SECTION 7000:
ACCEPTABLE USE POLICY.

e Routine preventative and regular maintenance (including repairs) of system
components in accordance with manufacturer or vendor specifications and/or
organizational requirements. This includes scheduling, performing,
documenting and reviewing maintenance records.

e Restriction of system maintenance activities to authorized personnel.
e Control, approval and routine monitoring of the use of information system
maintenance and remote maintenance tools on an ongoing basis.

e Supervision of vendors and contractors at all times by authorized personnel
when performing on-site maintenance or repairs. Refer to ISM 6001 - Access
Control Standard ISM 6004 - Physical Security Standard and ISM 6005 -
Media Protection and Sanitation Standard.

e Perform and test backup and retrieval processes, conduct operational
recovery exercises (e.g., table top, simulation, etc.).

e Manage security incidents in accordance with ISM 10001 - Security Incident
Management Standard.
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Disposal

The disposal phase of the SDLC is the final phase and provides for migration or
disposal of a system, including closeout of any contracts in place. When child
support information systems are transferred, become obsolete, or are no longer
usable, it is important to ensure child support information and information assets
are protected and activities are conducted to securely and orderly terminate or
migrate the system. Applicable organizations shall include, where applicable, the
following key security activities for this phase of SDLC child support information
systems:

e Document the disposal/transition plan for closing or transitioning the system
and/or its information.

e Archive child support information and/or records in accordance with
applicable federal, state, and local records management requirements.

e Sanitize (such as, clear, purge, or physical destruction) child support
information systems in accordance with ISM 6005 - Media Protection and
Sanitation Standard.

9004 - Secure System Standard

For the purpose of this standard, a system is defined as any child support IT
asset that is used for processing and storing child support information including
but not limited to software, hardware, and business applications. All applicable
organizations must demonstrate that the incorporation of effective security
measures is an integral part of the system development process and/or the
system management processes used by the organization.

This standard contains the following directives:

e System Controls.
e Audit Tracking Requirements.
e Test Environment.

System Controls

The following federally required controls must be included in all systems that
store or process child support information:

e Override capability, or bypassing of data validation on editing problems, must
be restricted to supervisory personnel.

e System development must include recovery and re-start capabilities for
events such as operator errors, data errors and/or hardware/software failures.

e The system must generate record counts to validate the completeness of data
processed.
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e All rejected data must be automatically written to a suspense file and
including a record count.

e Separation of general (e.g., non-privileged) user functionality from
administrative-management (e.g., privileged) user functionality. The
information system shall prevent the presentation of management-related
functionality at an interface for general users, whenever possible.

e System design to prevent unauthorized or unintended information transfer via
shared system resources.

Audit Tracking Requirements

In accordance with federal child support regulations all systems that store or
process child support services must be compliant with the following audit tracking
requirements:

e The system must be capable of maintaining information on all changes to
critical records and/or data fields (e.g., Arrearage Balances, Monthly Court-
Ordered Support Amounts, SSN, Name, Family Violence Indicator, etc.)
including identification of the responsible system user/caseworker and
date/time of the change.

e The system must provide complete and accurate internal audit trails of all
financial management activities, e.g. billing, receipting and distribution, and
support order changes.

e The system must detect, record, and lock out unauthorized attempts to gain
access to system software and data.

e The system must be capable of routinely monitoring the access to the
automated system.

e An audit trail of all operating system actions must be maintained either on the
automatic console log or on the computer system’s job accounting file.

e Audit logging should include capabilities for the following:
o Capture successful logon and logoff attempts.
o Capture unsuccessful login and authorization attempts.

o Capture what users get access to what information and with what
permissions, including read-only or view access.

Identify a specific user with responsibility for any transaction.

Identify all activities that involve changes to system configurations and
ability to identify which users performed the activity.

Date and time-stamp log entry.

Restrict audit trail to personnel routinely responsible for performing
security audit functions.
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Retention of Loq Files

Standard retention of log files is for two (2) years. Retention for log files that
track access to federal tax information (FTI) must be archived for six (6) years to
enable the recreation of computer-related access. Log file retention periods must
be maintained to satisfy the purpose for which it was created, and to fulfill
operational, legal, fiscal, administrative, and prudent business requirements. If
log files are needed for legal or approved audit purposes beyond the
recommended retention period, retention periods may be exceeded without
notice. Shorter retention periods should be considered for logs that are prepared
for the purpose of selective audits.

Note: Systems that (do not) contain or process child support information must
review the applicability of each audit tracking requirement and implement
appropriate mechanisms to protect information and systems.

Test Environments

Applicable organizations must comply with the following requirements:

e Test environments should be physically and logically separate from, but
closely replicate the production environment.

e All testing of programs must be accomplished using test data in a test
environment, as opposed to live (production) data. Using copies of production
data in a test environment is acceptable when necessary to adequately test
the system.

9005 - Remote Access Standard

For the purpose of this standard, remote access is defined as the ability to
access child support Information or information assets of an applicable
organization from a device that is outside of the organization’s network.

While some child support functions must be conducted from remote locations,
unauthorized and unmanaged remote access may expose child support
information and information assets to risks and vulnerabilities. Accordingly,
remote access to child support information and information assets must be
provided only to individuals with a verified business need for such access and
only under conditions that protect the confidentiality, integrity, and availability of
the information and information assets. The Remote Access Standard directives
are described in the following sections:

e Remote Access Authorization.
e Remote Access System Requirements.
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e Remote System Configuration Requirements.
e Remote Access User Requirements.
e Documentation.

Remote Access Authorization

Applicable organizations must develop a Remote Access authorization process
to ensure Remote Access to child support information and information assets is
granted based on business needs. This process must include a “Remote Access
Request Form” that requires the user to detail the access needed, describe the
business need, and certify knowledge and acceptance of this standard. The form
must also detail acceptable use policies and consequences of unauthorized
access or disclosure.

e The Remote Access solution must leverage end to end encryption such as
Virtual Private Network (VPN) or Secure Socket Link (SSL).

e The Remote Access solution must ensure that the user credentials are
exchanged in an encrypted format.

e Applicable organizations must monitor remote access to ensure compliance
with requirements and appropriate use.

e Remote access must only be allowed from devices owned, managed, and
controlled by the applicable organization with the following exception:

o Personally owned or non-applicable organization owned devices may be
used only to access web based applications (such as email and calendar
services) containing information classified as sensitive or public.

Note: Information classified as personal or confidential may NOT be accessed
using personally owned or non-applicable organization owned devices (i.e.
devices owned by court facilities, public libraries, airports, or privately
owned businesses).

Remote Access System Requirements

e All remote access must be authenticated with a minimum of a unique login
name and a unique password unless strong authentication is used. Strong
authentication is highly recommended for remote access to child support
information or information assets classified as confidential, personal, or
sensitive.

e If applicable, remote access users and equipment must comply with ISM
9006 - Mobile Computing Device Standard.

¢ Remote access equipment must comply with ISM 6006 - Encryption Standard
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e Remote access using wireless connections must comply with ISM 9009 -
Wireless Communication Standard.

Remote Access Confiquration Requirements

Equipment used for remote access to child support information and child support
information assets must be configured securely according to the following:

e Screen saver must automatically activate after ten minutes and require a
password.

e Antivirus software must be installed, enabled for “real-time” scans, enabled
for automatic anti-virus definition updates.

e “Critical” or “Security” software patches must be installed to ensure that
software is kept current.

e Systems must only contain software authorized by DCSS or the applicable
organization.

e All unnecessary services and ports must be disabled.

e Only enable TCP/IP protocol.

e Unnecessary ports on the personal firewall must be disabled or blocked.
e File sharing and/or peer-to-peer programs are strictly prohibited.

e Apply security best practices as recommended by the National Institute of
Standards and Technology (NIST).

Remote Access User Requirements

Remote access users must:

e Obtain management approval prior to using remote access services.

e Have a legitimate business need for remote access to child support
information or information assets.

e Use remote access services only for child support business.

e Agree to the requirements detailed in this standard by signing the Remote
Access Request Form.

Documentation

All applicable organizations that authorize remote access to child support
information and information assets will implement a process to manage remote
access. The process will include:

e Procedures to verify that only users with a legitimate business need are
authorized for remote access.
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e Procedures to verify that remote access is removed or disabled when the
user no longer requires remote access.

e Procedures to ensure that Remote Access Request Forms are retained and
made available to DCSS upon request.

e A tracking system to monitor remote access.
e Audit procedures to ensure adherence to the above standards.

9006 - Mobile Computing Device Standard

A Mobile Computing Device (MCD) is a device that may be used to access child
support information, applicable organizations’ networks, or to send and receive
messages while a user is away from his or her desk. MCDs include but are not
limited to:

e Laptops or tablets.

e Personal Digital Assistants (PDA).
e Blackberries.

e Smart Phones.

e Text Pagers.

While MCDs offer child support employees a valuable tool to conduct child
support business, they also pose several security risks in regards to keeping
child support information secure from unauthorized access. Such devices also
present risks of introducing threats into applicable organizations’ networks and
child support information assets. Any device that is designed to be mobile and
has the capabilities to access child support information or send and receive
confidential and/or sensitive personal information is bound by this standard.

MCD Applicable Organizations’ Requirements

To ensure that MCDs do not introduce threats into systems that process or store
child support information, applicable organizations’ management will:

e Establish and manage a process for authorizing, issuing and tracking the use
of MCDs.

e Permit only authorized MCDs to connect to child support information assets
or networks that store, process or connects to child support information and
information assets.

e Enforce authentication using a password at a minimum.

« Implement applicable access control requirements in accordance with ISM
6001 - Access Control Standard, such as the enforcement of a system or
device lockout after ten minutes of inactivity requiring reentering of a
password to unlock.
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e Install an encryption algorithm that meets or exceeds industry recommended
encryption standard for any MCD that will be used to store child support
information. See ISM 6006 - Encryption Standard.

e Ensure that MCDs are configured to restrict the user from circumventing the
authentication process.

e Provide security awareness training to child support employees that informs
MCD users regarding MCD restrictions.

e Recommend that users label MCDs with an address or phone number so that
the device can be returned to the owner if recovered.

MCD User Requirements

Child support employees that utilize authorized MCDs to connect to child support
information assets or networks will take precautions to prevent theft, loss,
damage and/or unauthorized viewing of data stored on their MCD. Accordingly,
child support employees will:

e Not leave an MCD device unattended in a public place.
e Not allow an unauthorized person to use or view the data contained on it.

e Not use an MCD to synchronize the user’s personal computer or other
equipment that has not been issued and configured by the applicable
organization.

e Report any lost or stolen MCD in accordance with ISM 10001 - Security
Incident Management Standard.

9007 - Secure Data Transfer Standard

Child support information must be used for its intended purpose only, and must
be protected when not in the direct management and control of the applicable
organization. This standard addresses the security requirements for transferring
confidential and personal child support information to an external entity as a
result of a data sharing or exchange agreement, such as a contract, inter-agency
agreement (IAA), memorandum of understanding (MOU), service level
agreement (SLA), or other binding form or document. Standard directives
include the following:

¢ Information Owner Requirements.
e Data Transfer Agreement Requirements.
e Information Custodian Requirements.
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All data transfers to an external entity require an approved agreement be in place
prior to commencing data transfer. Approved agreements can be contracts,
inter-agency agreements (IAAs), memorandum of understanding (MOUS),
service level agreements (SLAS), or other binding forms or documents.)

Information Owner Requirements

Applicable organizations that are the information owner must:

e Review requested data transfers and ensure they are necessary for legitimate
business purposes.

e |dentify the external entity to which child support information is to be
transferred.

¢ |dentify the data source (e.g., physical location, system or application, etc.).
e |dentify the method of transferring the data.

¢ |dentify how long external entity shall retain the data sent to them.

e Identify security and privacy risks of data prior to approving data transfer.

e Consider security measures of external entities as a key component of
evaluation and selection for acquiring an external entity to provide services or
support for data transfers.

e Ensure data sharing or exchange agreements include defined requirements
for processes and procedures for security protection measures for meeting
acceptable levels of data security and privacy protection prior to transferring
data.

e Ensure external entity has a contractual agreement or other binding form or
documents with applicable organization in accordance with the section
entitled Data Transfer Agreement Requirements below.

e Require external parties to return all child support information or certify in
writing of the destruction of all child support information when they are no
longer needed for the business purpose for which they were obtained or
agreed upon period of time of data retention or termination of agreement.

Data Transfer Agreement Requirements

External entities must develop and implement security measures (management,
operational, and technical) to ensure that they provide the same level of
protection to the data transferred to them as is provided by the Information
Owner. Agreements with an external entity must consider, at minimum, the
following contractual security elements:

e Policies and procedures. Policies and procedures must be implemented to
protect data in accordance with applicable federal and state laws and
consistent with the DCSS ISM.
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e Use of information. Child support information must be used solely for the
purposes specifically authorized under the agreement. Any other use of child
support information is strictly prohibited.

e Method of data transfer. Child support information must be encrypted when
transmitted over a public network in accordance with ISM 6006 - Encryption
Standard.

e Access to information. Child support information must be protected against
unauthorized or unlawful access to and against accidental loss or destruction
with identification and access control measures consistent with ISM
SECTION 6000: ASSET PROTECTION POLICY and associated standards.

e Unique identification. The use of unique individual user identifier and user-
selected password for each person utilizing each system capable of
accessing child support information must be implemented in accordance with
ISM 6001 - Access Control Standard.

e Security awareness training. Annual security awareness training must be
given to all individuals that access or support child support information
pursuant to the agreement and consistent with ISM SECTION 8000:
SECURITY AWARENESS POLICY.

e Statement of confidentiality. Signed confidentiality statements must be
obtained annually in accordance with ISM SECTION 8000: SECURITY
AWARENESS POLICY and retained for a period of three (3) years.

e Access authorization records. All access to transferred child support
information must be recorded and access records maintained for six (6)
years. These records must be made available to the information owner’s
applicable organization upon request.

e Inspection. Applicable organization must have the right to send its officers
and employees into the office and plants of the external entity for assessment
in accordance with ISM SECTION 5000: RISK MANAGEMENT POLICY of
the facilities and operations provided for the performance of the work under
the agreement.

e Destruction of records. All data obtained during the performance of the
agreement must be returned or destroyed with written certification when they
are no longer needed for the business purpose for which they were obtained.

¢ Incident management. Known or suspected security incidents consistent with
ISM 10001 - Security Incident Management Standard must be reported to the
DCSS ISO. This includes reporting data suspected to be lost during transfer.
External entities must cooperate with DCSS and/or information owner’s
applicable organization in any investigations of incidents involving child
support information.

e Secure areas. Computer monitors, printers, hard copy printouts or any other
forms of information accessed or obtained under the performance of the
agreement must be placed so that they may not be viewed by the public or
other unauthorized persons as described in the agreement.
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e Secure storage. Information in all forms, such as but not limited to tapes,
cartridges, or other removable media, must be stored in areas phusically
secure from access by unauthorized persons.

e Secure transportation. Information or data in all formats e.g. such as
electronic data stored on microfiche, microfilm, but not limited to magnetic
tapes, cartridges, compact disc (CD/DVD), or other removal media, must be
stored securely preferably in a secured container or envelop insuring physical
controls are in place to track the container and its contents at subsequent
check points. When using a contractor to transport confidential, personal or
sensitive information, the applicable organization, information owners and/or
contractor must apply due diligence to sign upon release and/or receipt of
contents transported. This security measure must be in place to ensure that
the container or package has not been tampered with and that the information
has not been accessed by unauthorized persons.

e Media protection. All portable media, excluding backup media, used to store
child support information, such as but not limited to portable computing
devices, CDs, DVDs, USB flash drives, tapes, and cartridges must be
encrypted in accordance with ISM 6006 - Encryption Standard.

e Change Management. All changes to computer systems, hardware, software,
applications, storage media, and network components used for storing and/or
accessing information in the performance of the agreement must be

consistent with ISM 9011 - Configuration Management Standard.

e Monitoring. An audit trail and record of data access of authorized users and
authorization level of access granted to information, based on job function
must be maintained in accordance with ISM 6001 - Access Control Standard.

e Screen-locking. Computers capable of accessing information for the
performance of the agreement must not be left unattended and logged on,
unless secured by a screen-locking process or mechanism in accordance
with ISM 6001 - Access Control Standard, or physically secured in ISM 6004 -
Physical Security Standard.

Information Custodian Reguirements

The child support information custodian must maintain the security and
confidentiality of child support information and ensure the implementation of
security controls prescribed by the information owner. Child support information
custodians must ensure:

e Data transfers have prior written approval by applicable organization’s
information owner.

e Data transfers have prior approval from applicable organization’s information
security officer.

e All electronic child support Information transferred to an external entity uses
methods of encryption in accordance with ISM 6006 - Encryption Standard.
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e This includes data transfers via the use of email, FTP or any portable storage
media (e.g., CD, DVD, USB flash drive, etc.)

e A method is in place to terminate data transfers.

e The use of fax machines to transmit data is avoided whenever possible.
Multiple layers of security mechanisms must be in place to ensure accurate
sending and receipt of transferred data. (Examples include but not limited to
the use of a fax cover sheet with a statement of the confidentiality of the data,
the need for protection, and notice to unintended recipients to telephone the
sender; ensuring trusted personnel are located at both the sending and
receiving fax machines; and validating receipt of the fax by contacting
external entity, etc.).

e Ensure receipt of data transferred.

e Records or logs that document the data transfer must be retained and made
available to the DCSS ISO for up to six (6) years. Documentation or records
must include information that verifies what data was transferred, the
destination of the data, and acknowledgement of receipt of data.

e Automated data transfers that run without manual interventions whatsoever
other than to start the automated transfer process have a termination date.

e An action plan for notification for any information security breach involving
child support information is in place in accordance with ISM 10001 - Security
Incident Management Standard.

9008 - Separation of Duties Standard

Separation of duties segregates duties, responsibilities and tasks of
critical/sensitive functions among different individuals. This standard is intended
to enhance data, system and process integrity by early detection and prevention
of fraud, corruption and/or other inappropriate activities.

This standard focuses primarily on mechanisms implemented through processes
and procedures that compliment system enforced controls.

Separation of Duties Requirements

Applicable organizations must:

e Define roles and responsibilities associated for all positions (staff, managers,
supervisors, security personnel, etc.).

e Analyze each position to assure that no one person is given excessive
authority or system access greater than his/her job responsibility to carry out
tasks that may result in inappropriate activities or misuse of authority, for
example: fraud, theft or embezzlement.

ISSUE DATE: JANUARY 2007 Page 57
REVISION DATE:



DEPARTMENT OF CHILD SUPPORT SERVICES SECTION 5070
POLICY & PROCEDURES INFORMATION SECURITY MANUAL

e Implement controls that divide functions so that no one person has
inappropriate authority over multiple parts of a business transaction. The
following practices are recommended to prevent adverse impact (inadvertent
or intentional) to child support information and information assets:

o Development staff should not have access to production systems and data
bases.

o Procurement functions must be segregated. Staff that solicit bids or made
recommendations for vendor selection must not participate in the bid or
review and approve the selection.

o Purchasing functions must be segregated. Staff that submit purchase
orders for goods and services must not review and approve the purchase
orders.

o Master file changes must be authorized and initiated by persons
independent of the data processing function.

o Any system override capability or bypassing of data validation or data
editing problems must be restricted to supervisory personnel.

o Adjustments to previously processed payments must require supervisory
approval.

e Child support financial workers must not perform case management functions
such as case opening and participant creation.

o Periodically assess functional capabilities against staff’'s assigned duties
to ensure security access controls and permissions are commensurate
with the job duties performed. For example, individual’s privileges and
authorities should be reviewed for appropriateness upon change of staff
duties.

o Ensure that the users are granted the minimum level of access to perform
their duties.

o Develop and communicate process and procedures to report violations in
accordance with ISM 3100 Security Incident Management Standard.

o Educate staff to identify and report potential conflicts between duties,
responsibilities and authorities.

9009 - Wireless Communication Standard

Wireless communication provides portability, flexibility, and cost savings.
However, if installed improperly, wireless technology can drastically increase
information security risks to the organization’s network. Insecure wireless
installation may make child support information and child support information
assets vulnerable. This standard provides the following controls to secure
wireless communications:

e Access point controls.
e Wireless client controls.
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Access Point Controls

Applicable organizations establishing and managing wireless network(s) must
implement the following controls at their access points:

e Secure the wireless router or access point administration interface; e.g. turn-
off unnecessary services and ports, install latest security patches.

e Encrypt wireless communication in compliance with ISM 6006 - Encryption
Standard
e Restrict connection privileges to authorized MAC addresses, where feasible.

e Place access point hardware, including power and networking cables, at a
secure location, to prevent intentional tampering or accidental disruptions.
For example, recycling the power to the access point may make the unit
vulnerable during system startup.

e Limit the transmission of radio signals to the areas authorized for reception to
prevent eavesdropping.

e Configure Service Set Identifier (SSID) with an inconspicuous name and do
not broadcast the SSID.

e Disable wireless administration on access points.
e Disable ad hoc mode access.

e Establish wireless connection with a minimum of WPA version 2 using a
randomly generated key length of at least 256 bits.

Wireless Client Controls

The following controls must be applied when a client device is wireless enabled.
Applicable organizations must ensure that these controls are applied
automatically, when feasible. Otherwise procedures must be developed to
instruct the user how to implement these controls:

e Disable ad hoc mode to avoid unintentional association with unauthorized
clients or access points.

e Disable wireless communication when client is connected to a wired network.

e Install latest wireless patches; these patches are in addition to standard
operating system patches.

e Disable wireless communication when not needed.
e Comply with ISM 9005 - Remote Access Standard when connecting from
outside the applicable organizations’ network, over a wireless connection.

e Activate firewall prior to connecting to a wireless network that is not managed
by an applicable organization.
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9010 - Patch Management Standard

This standard only applies to patches and patch levels relating to the protection
of the confidentiality, integrity, and availability of child support information and
information assets.

Patch management is the process of controlling the deployment and
maintenance of interim software releases into production environments. It helps
to maintain operational efficiency and effectiveness, overcome security
vulnerabilities, and maintain the stability of the production environment.

Vulnerabilities are flaws that could be exploited to gain unauthorized access or
control of a system and may result in the compromising of data and systems or
the disruption of critical processing.

Timely implementation of patches is critical to maintaining the confidentiality,
integrity, and availability of information technology systems and involves
considerably less time and effort than responding to an exploitation event after
one has occurred.

This Patch Management standard directive contains the following sections:

e Patch Management Program Requirements.
e Patch Management Process Requirements.
e Patch Implementation Requirements.

Patch Management Program Requirements

Applicable organizations must ensure that all patches and patch levels relating to
the confidentiality, integrity, and availability of child support information and
information assets are:

e Assessed to determine priority and criticality based on the potential impact.

e Implemented within the timeframes described in this standard in order to
ensure that the patch level is “current” as defined by the product vendor. For
example, all patches classified as “emergency” as described in section 2.3,
must be applied immediately.

e Applied to a connecting device that is not up-to-date prior to or immediately
following the device being connected to the production network. If feasible,
the device should only be allowed to access resources that are separate from
the network that stores or processes child support information.
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Note: When a patch for a known exploit is not available or devices cannot be

patched, those devices must be protected through alternative mitigation
efforts until a patch can be applied or the vulnerability no longer exists and
the organizations Information Security Officer must be informed.

Patch Management Process Requirements

Applicable organizations must develop, document, implement, and maintain a
patch management process that at a minimum includes the following:

A method to determine in a timely manner, the existing patch levels for all
firmware and software used by the applicable organization.

A requirement that all patches must be obtained from authorized sources or
supported vendors.

A documented change management process to ensure patches are approved
and implemented in a controlled fashion.

Procedures and associated roles and responsibilities to:

Monitor emerging threats and exploits, vulnerability announcements, patch
notifications, and remediation solutions via www.us-cert.gov and vendor
websites.

Analyze and prioritize vulnerabilities to determine whether or not the patch
should be implemented.

Notify appropriate management of decision not to patch, if applicable.
Log the patch priority and status.

Test patches for compatibility with all system components prior to installation
of the patch into production.

Approve the patch.
Implement the patch.
Validate the patch has been properly implemented.
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Patch Implementation Requirements

Applicable organizations must use the following requirements to establish the
priority of a patch. These requirements provide patch prioritization criteria, along
with required implementation timeframes associated with each priority. However,
if systems are already compromised, immediate action must be taken to
remediate the exploit.

Priority Criteria Implementation
Timeframe

Emergency | Organization is vulnerable, an exploit has | Immediately
been published and other organizations are
being affected by the exploit.

Critical Organization is vulnerable, but no exploitation | Within 1 week
is known or exploitation is known but no
organizations are being affected.

Urgent The wvulnerable technology exists in the | Within 2 weeks
organization but vulnerability is difficult to
exploit.

Important | The vulnerable technology exists in the | Within 1 month
organization but the vulnerability is difficult to
exploit and the risk to the confidentiality,
integrity or availability of child support
information or information assets is limited or
low.

Not The vulnerable technology does not exist in | Not Applicable
Applicable | the applicable organization.

9011 - Configuration Management Standard

Configuration management establishes the process for controlling modifications
to hardware, software, firmware, and documentation to ensure the information
resources are protected against undocumented modifications before, during, and
after system implementation. Configuration management coordinates and
informs customers and staff of all changes that impact any computing system or
service (e.g. servers, network devices, etc.). Configuration Management
Standard contains the following standard directives:

e Configuration management requirements.
¢ Configuration management process requirements.
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Configuration Management Requirements

The following Configuration Management standards must be implemented by
applicable organizations:

Configuration management procedures must be established to verify and
validate changes to master files and application software.

Configuration management procedures must ensure that only authorized
changes are made to the application software and that these changes are
fully tested, approved, and migrated into production in a controlled manner,
and documented to provide an audit trail of all system maintenance.

Configuration Management Process Requirements

Applicable organizations’ management will develop and maintain processes that
meet the following requirements:

A formal written change request must be submitted for all changes, both
scheduled and unscheduled.

A review of the request must be performed to determine any potential failures,
and negative impact on any of the child support services.

All changes must be formally approved by the configuration management
team before proceeding with the change.

A Configuration Management Log must be maintained for all changes.

All configuration changes must be tested in the test environment prior to
implementing into production.
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SECTION 10000: THREAT MANAGEMENT POLICY

DCSS shall establish and maintain formal processes and procedures to identify
guard against and address internal and external threats which may adversely
affect the confidentiality, integrity, and/or availability of child support information
assets.

A threat is an act or an event that has the potential to adversely impact child
support information and information assets, diminishing or preventing the child
support program from providing services to families. It is important for all child
support employees to recognize that threats are both technical and non-technical
in nature and can range from employees leaking sensitive information to an
external attacker trying to gain access to child support information and child
support information assets.

This DCSS Threat Management Policy contains the following policy directives:

e Threat Management Requirements.
e Threat Monitoring Requirements.
e Threat Mitigation Requirements.

Threat Management Requirements

This directive lays the foundation for the Threat Management Program and
establishes the management framework for monitoring, mitigating and preventing
future threats to child support information and information assets. Applicable
organizations’ management:

e Supports the ongoing development and maintenance of the DCSS Threat
Management Program.

e Commits to the ongoing training and education of their staff responsible for
the administration and/or maintenance of threat management controls or
technologies. At a minimum, skills to be included or advanced include:
incident response, attack trends and techniques, intrusion detection and
prevention, secure system configuration, and security awareness.

e Will use metrics to evaluate threats and measure the occurrence of threats
attempting to impact the confidentiality, integrity or availability of child support
information and information assets. The resulting threat profiles must
incorporate data related to vulnerabilities and asset value to be effective. See
Policies: ISM SECTION 5000: RISK MANAGEMENT POLICY and ISM
SECTION 6000: ASSET PROTECTION POLICY.
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e Will evaluate these metrics to determine the need for additional controls or
technologies capable of reducing the threat profile to child support information
and information assets.

e Commits to establishing a formal review cycle for all threat management
initiatives.

e Will report security incidents to the DCSS CISO in compliance with ISM
10001 - Security Incident Management Standard. Additional reporting
requirements can be located within the Enforcement, Auditing and Reporting
section of this policy.

Threat Monitoring Requirements

Threat monitoring commonly employs tools or techniques which are capable of
detecting various types of activity associated with a potential attack or
compromise. To ensure compliance with DCSS internal policies as well as
applicable laws, regulations and State of California Policy, DCSS management
reserves the right to monitor and/or inspect all child support information assets.
While threat monitoring is heavily reliant on the use of tools, the ability for
applicable organizations’ management to respond to and recover from detected
threats is of equal concern. This policy requires the creation and maintenance of
appropriate and formally documented standards and procedures which will aid
applicable organizations during the incident response and recovery process.
applicable organizations’” management will:

e Check appropriate system files for signs of wrongdoing and vulnerability
exploitation at a frequency determined by both the criticality of the system
involved and the severity of identified vulnerabilities. Frequency must
consider the child support IT asset’s associated threat severity.

e Review the following on a periodic basis:
o Appropriate threat monitoring tools are deployed.

o System logs and other files are inspected for signs of intrusion or intrusion
attempts.

o Audit password strength and complexity to ensure compliance with ISM
6002 - Password Standard.

o Occurrence and extent of virus infestations since prior review.

e Utilize industry standard virus prevention technologies, techniques, and
alerts.
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Threat Mitigation Requirements

DCSS CISO will ensure that all DCSS ISM policies and standards conform to
the requirements of the California State Administrative Manual and other
relevant state and federal laws and regulations.

DCSS CISO will coordinate with applicable organizations’ management and
other agencies as necessary to meet DCSS management’s responsibility for
threat management.

DCSS management will coordinate with applicable organizations’
management to meet threat management objectives.

DCSS management will establish and maintain security incident handling
procedures to facilitate reporting of security incidents by all applicable
organizations’ management.

Applicable organizations’ management will report security incidents in
accordance with ISM 10001 - Security Incident Management Standard.

DCSS CISO will cooperate with the State of California Information Security
Officer and applicable organizations’ Information Security Officers as
necessary to meet their security objectives, and with California Highway
Patrol for reporting and investigation of security incidents.

10001 - Security Incident Management Standard

DCSS management is responsible for ensuring that security incidents that
threaten child support information and information assets are effectively
managed to minimize damage and to prevent future incidents. This Security
Incident Management Standard directs all applicable organizations to establish
and maintain effective incident handling procedures and describes incident
response and reporting requirements for applicable organizations.

This standard contains the following directives:

Establishing Incident Response Procedures.
Criteria for Reporting Incidents.
Incident Reporting Requirements.
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Establishing Incident Response Procedures

All applicable organizations must develop and maintain security incident
management procedures consistent with this standard. Applicable organizations’
security incident management procedures must include descriptions of:

e A central point of contact at the applicable organization for reporting of
incidents.

e A process for receiving, tracking, and referring incidents.

e Roles and responsibilities for handling incidents.

e Security incident resolution steps.

e Management of communications during incident resolution.
e Security incident documentation requirements.

e Implementation of corrective actions.

Criteria for Reporting Incidents

In accordance with state and federal laws, certain items indicate what constitutes
a security incident that must be reported. All applicable organizations and child
support employees shall report security incidents as described below to the
DCSS ISO. Because there is no guarantee that a security incident will always
conform to these criterion, all applicable organizations and employees shall
always report suspicious activity to the DCSS ISO.

e Child Support Information (includes electronic, paper, or any other medium).

o Theft, loss, damage, unauthorized destruction, unauthorized modification,
or unintentional or inappropriate release of child support information
classified as personal or confidential.

o Possible acquisition of personal or confidential child support information
by unauthorized persons.

o Deliberate or accidental distribution or release of confidential or personal
child support information.

o Intentional or failures to act by an applicable organization or employees
that threaten the confidentiality, integrity and/or availability of child support
information and information a ssets or violate Child Support Services
policy.

e Inappropriate Use and Unauthorized Access — This includes actions of child
support services employees and/or non-child support services individuals that
involve tampering, interference, damage, or unauthorized access to child
support information and child support services systems. This includes, but is
not limited to, successful virus attacks, web site defacements, server
compromises, and denial of service attacks.
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e Physical — Theft, damage, destruction, or loss of child support services
information technology (IT) equipment, including laptops, tablets, integrated
phones, personal digital assistants (PDA), or any electronic devices
containing or storing child support information; or planned or intentional acts
to cause damage to DCSS property.

e Computer Crime — Use of child support services information assets in
commission of a crime as defined in the Comprehensive Computer Data
Access and Fraud Act.

e Any other incidents that violate Child Support Services policy - The DCSS
ISO shall maintain all forms and documentation regarding security incidents
reported to the DCSS ISO. All security incidents may be reported to the
DCSS ISO either by telephone at (916) 464-5045 or via email at
Info.Security@dcss.ca.gov. Refer to the DCSS form ASD-007 DCSS
Information Security Event Report when reporting security incidents to the
DCSS ISO.

Incident Reporting Requirements

All child support employees shall report security incidents to the DCSS ISO that
would place child support information and child support information assets at risk.
Reporting security incidents shall be in accordance with this Security Incident
Management Standard and procedures established by applicable organizations.
Child support employees are required to report all security incidents as soon as
practical, but no more than one (1) hour after a security event is detected.

10002 - Disaster Recovery Standard

State Administrative Manual Section 5335 requires that state’s essential services
be restored as soon as possible and the applications which are most critical to
the continuity of agency operations: remain in operation during the period of
interruption; or, recover within acceptable timeframe for the business process.
Furthermore, all systems that contain, use, process or support critical child
support services must have a documented plan on how the organization would
continue its mission and provide continuity of operations if service, use, or
access was disrupted for an extended period of time.

This Disaster Recovery Standard contains the following standard directives:

e Federal Certification Requirements
e Business Continuity Requirements
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Federal Certification Requirements

Each applicable organization must comply with the following requirements:

e The State must have an approved disaster recovery plan which provides
detailed actions to be taken in the event of a natural disaster (fire, water
damage, etc.) or a disaster resulting from negligence, sabotage, mob action,
etc. The disaster recovery plan should at a minimum include:

o Documentation of approved backup arrangements.

o Formal agreement of all parties that will be involved in the event of a
disaster.

o An established processing priority system.
o Arrangements for use of a backup facility.
o Periodic testing of the backup procedures/facility.

e The system must have, or be supported by, an automated recovery and
restore capability in case of system malfunction or failure.

e The State must conduct routine, periodic backups of all child support system
data files, application programs, and documentation.

e The State must store duplicate sets of files, programs, documentation, etc.,
off-site in secure waterproof and fireproof facilities.

Business Continuity Requirements

In compliance with the California State Administrative Manual 4843, applicable
organizations must implement a process for developing and maintaining
business continuity throughout the organization. A Business Continuity Plan
(BCP) should be developed for each site or system. This will assist in a
managed recovery of processing facilities, databases and services from a major
disaster or system failure. The BCP should:

¢ Include measures to identify and manage risks.
e |limit damage and interruption in the event of a disaster.

A Business Continuity planning committee comprised of the applicable
organization’s security officer and Agency personnel must develop, test, and
maintain the DCSS BCP to continue child support services in the event of a
disaster that could disrupt normal operation. The plan should contain the
following at the minimum:

e Identify and rank all mission critical services and applications according to
priority and the maximum permissible outage for each critical application.

e Maintain inventory of all equipment and supplies and a floor plan of the
current operating facility.
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e Specify how frequently applications, data, software and databases are
backed up and where they are stored off site.

e List the location of the alternate backup site.
e Prepare alternate site operating procedures.
e List the arrangement for delivery of backup data and software.

e Maintain updated contact information for all personnel involved in the
recovery process.

e ldentify the personnel designated to recover and sustain operations at the
backup site; travel arrangements should be addressed if the backup site is
not local.

e ldentify recovery team members, identify primary and backup personnel and
assign roles and responsibilities.

e Maintain contact information for all primary and backup personnel involved in
the recovery process.

e Prepare recovery procedures.

e Prepare exercise procedures for the contingency plan.

¢ Identify the DCSS Business Continuity Plan as “confidential.”
e Date each page of the plan.

o Exercise the plan annually or when a significant change occurs to the
application.

10003 - Virus Management Standard

Virus management is the process of preventing negative impacts to child support
information and/or information assets due to viruses. For the purposes of this
standard, Virus is defined as any code or program (including macros and scripts)
that is designed to cause damage to a user’'s computer, server, or computer
network. This includes viruses, worms, trojans, spyware, etc.

Viruses may make computers processing and storing child support information
vulnerable to the compromise of confidentiality, integrity and availability of child
support information and information assets. Virus management mitigates these
risks and involves considerably less time and effort than responding to an
exploitation event after one has occurred.

This standard contains the following Directives:

e Host virus protection requirements.
e Network virus protection requirements.
e Virus infection incident-handling.
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Host System Virus Protection Requirements

Applicable organizations must apply following directives to all IT resources
associated with child support information:

e All computer servers, workstations and laptops must have anti-virus software
installed and resident in memory at all times.

e All child support information assets must have the ability to confirm the
installation of anti-virus software and compliance with the requirements
described within this standard.

The anti-virus software must have the most current scan engine and virus
definition file(s).

e The anti-virus software must be capable of performing automatic updates to
the scan engine and virus definition file(s).

e The anti-virus software must be configured to:

Start upon system boot-up.

Automatically update scan engine and virus definition file(s).

Prevent the user from modifying or disabling the anti-virus software.
Remediate infected files by cleaning, deleting, or quarantining the file(s).
Scan all files going into and out of the system.

Perform a weekly scheduled scan of all files located on the hard-drive.

0O O O O O O

Network Virus Protection Requirements

Applicable organizations must protect their network(s) that process or store child
support information.  The following virus protection measures must be
implemented in addition to the Host System Virus Protection Requirements
(described above):

e Install and configure anti-virus software at Internet gateway or firewalls to
scan email attachments and other downloaded files.

e Install anti-virus detection mechanisms to detect viruses traversing the
internal networks. Upon detection of a virus, the system should disconnect
the infected system from the network to prevent further infections and alert
the system administrator.

e Scan all portable media (e.g. floppy diskettes, CD’s, USB drives, etc) when
connected to the applicable organizations’ network.

ISSUE DATE: JANUARY 2007 Page 71
REVISION DATE:



DEPARTMENT OF CHILD SUPPORT SERVICES SECTION 5070
POLICY & PROCEDURES INFORMATION SECURITY MANUAL

Virus Infection Management

For the purpose of this standard, an event or an activity resulting in compromise,
corruption, or unavailability of child support information and/or information assets
caused by a malicious code is defined as a Virus Infection Incident. Applicable
organizations must implement following:

e Develop and exercise incident handling and incident response procedures for
virus infection security incidents.

e Employees must be trained on techniques for avoiding viruses e.g. don’t open
suspicious email, don’t forward chain letters etc.

Virus Infection Incident-Handling

e Immediately notify the DCSS CISO of any virus infection on systems that
process or store child support information. Refer to ISM 10001 - Security
Incident Management Standard.

e Stop using your computer, but DO NOT log off or erase any files.
e Immediately contain the virus.

e Remove or quarantine any infected computer or files until they can be verified
as virus free.

e Do not resume use of the PC until the virus has been removed or Help Desk
staff has determined the PC is free of any virus.

e Investigate how the file or system was infected and include this information in
the ASD-700 Security Event Report Form.

ADDITIONAL INFORMATION

For additional information regarding this manual, please call the Security Office
at (916) 464-5045 or by email to Info.Security@dcss.ca.gov.

EFFECTIVE DATE

This policy is to remain in effect until rescinded by an executive level office, i.e.
Department Director or designee. For questions regarding updates and/or
revisions to this policy, please contact the Policy and Procedure Unit at
464-5792 or email to DCSSPolicy&Procedures@dcss.ca.gov.
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