
LCSA Business Continuity Plan Instructions
1.0 Objective
This document will outline the dates and set of documents needed to be delivered to DCSS in order to meet the minimum requirements. 

2.0 Requirement reference(s)
State ADP Security Components 45 CFR Part 95, Subpart F, Section 5.621.
3.0 Dates and Forms

In an effort to simplify the delivery process, an electronic password protected document should be emailed to Devin.Holmes@dcss.ca.gov.  on or before the due dates below.  (See section 4.0 for password-protection instructions)
3.1 Due on March 31st, 2006 

1. FORM 2.7.1 Key IT Personnel and Emergency Contact Information

2. FORM 2.8.1 Key IT and Communications Suppliers and Maintenance Engineers
3.2 Due on April 31st, 2006 
3. FORM 3.2.1 Key Personnel Responsible for Handling Emergency Procedures

4. FORM 5.5.1 Customer Service Back-up and Recovery Strategy

5. FORM 6.1.1 Functional Organization Chart
3.3 Due on May 31st, 2006 
6. FORM 6.3.1 Key Personnel and Emergency Contact Information

7. FORM 6.4.1 Key Suppliers and Vendors and Emergency Contact Information

8. FORM 10.2.2.3 Roles & Responsibilities of Individual Employees for Facilities [Property] Recovery Management

3.4 Due on June 30th, 2006 
This checklist should be submitted after all forms have been completed.  
9. BCP Checklist to Meet Minimum Requirements
4.0 Instructions to password- protect a Word document 
Step 1: Complete the form
Step 2: Click on Tools

Step 3: Click on Options
Step 4: Click on the Security TAB

Step 5: Type in your password in the “Password to open” section ONLY

Step 6: Re-Type your password and click the OK button

Step 7: Save the document.

Step 8: Email the encrypted document to: Devin.Holmes@dcss.ca.gov.  
Step 9: Phone Devin Homes @ 916-464-3222 to provide the password

	
	BCP CHECKLIST TO MEET MINIMUM REQUIREMENTS                                                                        For the complete explanation for each item please refer to the full BCP template

	
	

	
	

	 
	1.3 Loss of Utilities and Services

	 
	1.4 Equipment or System Failure

	 
	1.5 Serious Information Security Incidents

	 
	1.6 Other Emergency Situations

	 
	2.0 Business Risk Assessment

	 
	2.1 Key Business Processes

	 
	2.2 Establish Time-Bands for Business Service Interruption Measurement

	 
	2.3 Financial and Operational Impact

	 
	2.4 IT and Communications

	 
	2.5 Specification of IT and Communications Systems and Business Dependencies

	 
	2.6 Key IT, Communications and Information Processing Systems

	 
	2.7 Key IT Personnel and Emergency Contact Information

	 
	2.8 Key IT and Communications Suppliers and Maintenance Engineers

	 
	2.9 Existing IT Recovery Procedures

	 
	3.0 Existing Emergency Procedures

	 
	3.1 Summary of Existing Procedures for Handling Emergency Situations

	 
	3.2 Key Personnel Responsible for Handling Existing Emergency Procedures

	 
	3.3 External Emergency Services

	 
	4.0  Premises Issues

	 
	4.1  Responsibility and Authority for Building Repairs

	 
	4.2 Back-up Power Arrangements

	 
	5.0 Preparing for a Possible Emergency

	 
	5.1 Back-up and Recovery Strategies

	 
	5.2 Alternative Business Process Handing Strategy

	 
	5.3 IT Systems Back-up and Recovery Strategy

	 
	5.4 Premises and Essential Equipment Back-up and Recovery Strategy

	 
	5.5 Customer Service Back-up and Recovery Strategy

	 
	5.6 Administration and Operations Back-up and Recovery Strategy

	 
	5.7 Information and Documentation Back-up and Recovery Strategy

	 
	5.8 Insurance Coverage

	 
	11.0 Testing the Business Recovery Process

	 
	11.1 Planning the Tests

	 
	11.2 Develop Objectives and Scope of Tests

	 
	11.3 Setting the Test Environment

	 
	11.4 Prepare Test Data

	 
	11.5 Identify Who is to Conduct the Tests

	 
	11.6 Identify Who is to Control and Monitor the Tests

	 
	11.7 Prepare Feedback Questionnaires

	 
	12.0 Business Process Recovery Testing Phase -Carrying Out The Tests

	 
	12.1 Business Process Recovery Testing Phase – Controlling and Monitoring the Tests

	 
	12.2 Prepare Budget for Testing Phase

	 
	12.3 Training Core Testing Team for each Business Unit

	 
	13.0 Conducting the Tests

	 
	13.1 Test each part of the Business Recovery Process

	 
	13.2 Test Accuracy of Employee and Vendor Emergency Contact Numbers

	 
	13.3 Assess Test Results


FORM 2.7.1 Key IT Personnel and Emergency Contact Information

The following is a list of the key IT personnel and emergency contact information to ensure that that the persons responsible for back-up and recovery of specific systems can be quickly contacted in the event of disruption to normal business operations. [See example in Section 2.7 of the BCP template]
	NAME OF it system
	NAME OF KEY STAFF 
	normal contact DETAILS
	emergency contact DETAILS

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


(Use cut and paste facility to add further entries)

	COMPLETED BY
NAME:
  
DATE:


	REVIEWED BY
NAME:

DATE:


FORM 2.8.1 Key IT and Communications Suppliers and Maintenance Engineers
The following contains a list of the key IT and communications suppliers and maintenance engineers, together with their emergency contact information, to ensure that they can quickly be contacted in the event of an emergency.  It is important that the required response times and levels of service have been formally contracted with these suppliers.  (It is recommended that quotations are obtained for the desired level of service, and a simple cost benefit analysis undertaken to quantify costs based on projections of the revenue which would be lost following an interruption to normal service levels during an emergency.) [See example in Section 28 of the BCP template]
	NAME OF IT system
	vendor/maintenance support firm
	CONTRACTED minimum response time
	normal contact details
	emergency contact details

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


(Use cut and paste facility to add further entries)

	COMPLETED BY
NAME:
  
DATE:


	REVIEWED BY
NAME:

DATE:


FORM 3.2.1 Key Personnel Responsible for Handling Emergency Procedures

Contact details for the key personnel responsible for handling emergency procedures are listed below. This would include procedures for evacuation, health and safety, first aid and hazardous material etc. These persons are familiar with the implementation of these procedures, and have received any necessary training for handling technical or specialized tasks. [See example in Section 3.2 of the BCP template]
	EMERGENCY PROCEDURE
	TITLE OF RESPONSIBLE OFFICIAL
	NAME
	NORMAL CONTACT DETAILS
	EMERGENCY CONTACT DETAILS 

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


(Use cut and paste facility to add further entries)

	COMPLETED BY
NAME:
  
DATE:


	REVIEWED BY
NAME:

DATE:


FORM 5.5.1 Customer Service Back-up and Recovery Strategy

It is critical to be able to continue to provide an adequate level of service to the LCSA’s customers throughout an emergency, and this area has therefore been treated as a high priority when considering the preferred back-up and recovery strategy.  Customer relations’ management has also been considered, so that in the event of an emergency, affected customers may be immediately notified of the potential impact on services.

	CUSTOMER ACTIVITIES

(IN ORDER OF PRIORITY)
	AGREED BACK-UP AND RECOVERY STRATEGY 
	POTENTIAL IMPACT OF SERIOUS DISRUPTION

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


(Use cut and paste facility to add further entries)

	COMPLETED BY
NAME:
  
DATE:


	REVIEWED BY
NAME:

DATE:


FORM 6.1.1 Functional Organization Chart

A list of the LCSA's key managers and staff, together with a chart showing the functional structure of the LCSA, are shown below. This information will allow identification of responsibilities and dependencies in the early stages of an emergency. [See example in Section 6.1 of the BCP template]
	NAME
	JOB TITLE 
	DEPARTMENT OR UNIT

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


(Use cut and paste facility to add further entries)

A chart showing the functional structure of the LCSA is as follows:

	COMPLETED BY
NAME:
  
DATE:


	REVIEWED BY
NAME:

DATE:


FORM 6.3.1 Key Personnel and Emergency Contact Information

The following is a list of those key personnel responsible for the business and support functions who should be contacted, as appropriate, in the event of an emergency. [See example in Section 6.3 of the BCP template]
	NAME
	POSITION
	FUNCTIONAL AREA
	PROCEDURE OR SYSTEM FOR WHICH RESPONSIBLE
	NORMAL CONTACT DETAILS
	EMERGENCY CONTACT DETAILS

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


(Use cut and paste facility to add further entries)

	COMPLETED BY
NAME:
  
DATE:


	REVIEWED BY
NAME:

DATE:


FORM 6.4.1 Key Suppliers and Vendors and Emergency Contact Information

Listed below are the LCSA's key suppliers who may need to be contacted in the event of an emergency.  In the event of these regular suppliers not being able to provide the goods or services required in an emergency, an alternative list of suppliers has also been drawn up. [See example in Section 6.4 of the BCP template]
1.
regular suppliers
	NAME OF SUPPLIER
	KEY GOODS OR SERVICES PROVIDED
	NORMAL CONTACT DETAILS
	EMERGENCY CONTACT DETAILS

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


(Use cut and paste facility to add further entries)

2.

alternative suppliers

	NAME OF SUPPLIER
	KEY GOODS OR SERVICES PROVIDED
	NORMAL CONTACT DETAILS
	EMERGENCY CONTACT DETAILS

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


(Use cut and paste facility to add further entries)

	COMPLETED BY
NAME:
  
DATE:


	REVIEWED BY
NAME:

DATE:


10.2.2.3 R&R of Individual Employees for Facilities Recovery Management
This form summarizes the roles, responsibilities and contact information for property management recovery. [See example in Section 10.2 of the BCP template]
	NAME
	DEPARTMENT 
	POSITION

	
	
	

	ROLE AND RESPONSIBILITIES WITHIN BUSINESS RECOVERY PROCESS:



	
	
	

	ROLE AND RESPONSIBILITIES WITHIN BUSINESS RECOVERY PROCESS:



	
	
	

	ROLE AND RESPONSIBILITIES WITHIN BUSINESS RECOVERY PROCESS:



	
	
	

	ROLE AND RESPONSIBILITIES WITHIN BUSINESS RECOVERY PROCESS:



	
	
	

	ROLE AND RESPONSIBILITIES WITHIN BUSINESS RECOVERY PROCESS:



	
	
	

	ROLE AND RESPONSIBILITIES WITHIN BUSINESS RECOVERY PROCESS:



	
	
	

	ROLE AND RESPONSIBILITIES WITHIN BUSINESS RECOVERY PROCESS:




(Use cut and paste facility to add further entries)

	COMPLETED BY
NAME:
  
DATE:


	REVIEWED BY
NAME:

DATE:
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