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EBLAST 
 
TO: IV-D DIRECTORS 

SUBJECT: FEDERAL TAX INFORMATION PROTECTION AND SANCTIONS 
ASSOCIATED WITH INAPPROPRIATE ACTIVITY 

 

The purpose of this letter is to remind all organizations within the California Child 
Support Program of their responsibility to protect Child Support Information, which 
includes Federal Tax Information (FTI) and the sanctions associated with inappropriate 
activity or disclosure of FTI.  The attached CSS Letter 11- 4, dated March 17, 2011 
provided detailed requirements for Safeguarding and Handling Federal Tax Information.  
 
With respect to sanctions, refer to Internal Revenue Code Section 7213 and 7213A: 
UNAUTHORIZED DISCLOSURE OF INFORMATION and UNAUTHORIZED 
INSPECTION of TAX RETURNS OR TAX RETURN INFORMATION. Under this section 
unauthorized access or unauthorized disclosure of FTI shall be considered a felony and 
shall be punishable by a fine in any amount not exceeding $5,000 or imprisonment of 
not more than five years, or both, together with the costs of prosecution.  Furthermore, 
the violation may result in dismissal or discharge from employment upon conviction of 
such offense.  The violation may result in prosecution for civil damages in the amount of 
$1,000, per violation.  Exhibit 5, ‘Sanctions for Unauthorized Disclosure’ and Exhibit 6, 
‘Civil Damages for Unauthorized Disclosure of Tax Returns and Tax Return Information’ 
are attached for further reference. 
 
Additionally, as required by the Internal Revenue Service, Publication 1075, 
Section 9.9; all organizations within the Child Support Program must report information 
security incidents to the DCSS Information Security Office (ISO) immediately.  The 
DCSS Information Security incident reporting procedures and requirements are 
described in the ‘Security Incident Management Standard 3100’, DCSS Information 
Security Manual.  
 
Please remind all employees within the Child Support Program to protect Child Support 
Information, including FTI.  Together we can build effective security controls to protect 
Child Support and FTI, in every step of the child support business process.  
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If you have any questions, please contact the DCSS ISO at info.security@dcss.ca.gov.  
 

 
Sincerely, 
 
/os/ 

BECKY STILLING 
CIO/Deputy Director 
Technology Services Division 
 
 
Attachments: Publication 1075; Exhibit 5, Sanctions For Unauthorized Disclosure 

Publication 1075; Exhibit 6; Civil Damages For Unauthorized Disclosure 
CSS Letter 11-04; SAFEGUARDING AND HANDLING TAX 
INFORMATION 

mailto:info.security@dcss.ca.gov�
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March 17, 2011 

CSS LETTER: 11-04 
 

ALL IV-D DIRECTORS 
ALL COUNTY ADMINISTRATIVE OFFICERS 
ALL BOARDS OF SUPERVISORS 

SUBJECT: SAFEGUARDING AND HANDLING FEDERAL TAX INFORMATION 
(REPLACES AND SUPERSEDES CSS LETTER 05-02) 

REFERENCE:  CSS LETTER 07-13 STATEWIDE DOCUMENT IMAGING 
STANDARDS;  

 CSS LETTER 09-16 REVISION TO SAFEGUARDING FEDERAL TAX 
INFORMATION – EMPLOYEE AWARENESS 

The purpose of this letter is to provide: a) clear definition of federal tax information (FTI) 
as it relates to the child support program; b) convey requirements for handling FTI;  
c) describe restrictions placed on access to FTI; and d) define requirements pertaining 
to disclosures of FTI. 
 
All child support information, including FTI, must be protected and access limited to 
those with a legitimate business need.  The child support program is subject to Federal 
Information Processing Publication (FIPS PUBS) 200, Minimum Security Requirements 
for Federal Information and Information Systems, under Title III of the E-Government 
Act, entitled the Federal Information Security Management Act (FISMA).  Internal 
Revenue Code Section (IRC) 6103(p) (4) (D) imposes additional requirements upon 
agencies receiving FTI to provide appropriate safeguard measures to ensure the 
confidentiality of the FTI.  Information security requirements are compiled in the 
Information Security Manual (ISM). The California Department of Child Support 
Services (DCSS) ISM and frequently asked questions regarding information security 
policy can be accessed on the California Child Support Central website: 
https://central.dcss.ca.gov/Pages/Default.aspx.  
 
Definition of FTI 
 
FTI is any Tax Return or Tax Return Information received directly or indirectly from the 
Secretary of the Treasury.  The California Department of Child Support Services and 
the Local Child Support Agencies (LCSAs) receive FTI for administering the child 
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support program.  Most FTI provided to the child support program is received from the 
Office of Child Support Enforcement (OCSE), Administration for Children and Families 
(ACF).  FTI received from OCSE is stored in the California Child Support Automated 
System (CCSAS).  Authorized users have access to this FTI through the use of CCSAS.   

Examples of FTI data elements include: name, address, social security number, 
earnings, wages, payments of retirement income, filing status, and tax refund 
information.  For specific descriptions, please refer to these IRC sections: IRC 6103 (I) 
(6), IRC 6103(I) (6) (A), IRC 6103(I) (6) (B), IRC 6103(I) (8), and IRC 6103(I) (10). 
 
Requirements for Handling FTI 
 
Each child support employee, including any contractor or consultant employed by an 
LCSA, granted access to handle, process, or access FTI must certify their 
understanding of the security policy and procedures for safeguarding IRS information 
and the penalties for unauthorized disclosure.  This includes but is not limited to, 
unauthorized disclosure of information (26 U.S.C. Section 7213 (a)), unauthorized 
inspection of returns or return information (26 U.S.C. Section 7213 (A), and civil 
damages for unauthorized disclosure of return and return information (26 U.S.C. 
Section 7431).  Each LCSA must ensure that employees and authorized contractors 
and consultants are informed that disclosure restrictions and penalties apply even after 
employment or contracts with the agency have ended.  The initial certification should be 
documented using a form such as the attached form entitled “Protecting IRS Tax 
Returns and Return Information – Disclosure Penalties.”  As a follow-up, employees are 
required to maintain their authorization to access FTI through the receipt and 
documented acknowledgment and understanding of the security requirements.  The 
initial and annual recertification must be maintained and kept on file for review. Please 
refer to the ISM for additional security awareness training requirements.  
 
Restrictions for Access to FTI 
 
Access to FTI is limited to child support employees and authorized consultants or 
contractors with legitimate business needs.  The IRS has defined a number of 
requirements that control access, even for authorized persons.  The CCSAS tracks and 
logs processes consistent with IRS requirements for information electronically stored 
within Child Support Enforcement (CSE) and State Disbursement Unit systems.  FTI is 
stored in the Data Repository, and the necessary logging requirements are automated 
in that environment as well.   
 
FTI received externally from CCSAS must be manually tracked and logged immediately 
upon receipt until it is destroyed.  This log must record each document containing FTI, 
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how it was received, all viewings and the reasons for those viewings.  Tracking receipts 
or acknowledgements must note the dates of receipt and descriptions of the items 
received, and must be made available to the IRS (or intermediaries who deliver the 
FTI).   
 
Media containing FTI outside of CCSAS must be stored in locked areas or containers 
labeled “May Contain FTI.”  When FTI is removed from the area or container, the log 
must state what was removed, when it was removed, why it is no longer required, and 
how it was destroyed.  To avoid having to apply these requirements, it is strongly 
recommended that placing printouts that may contain FTI in case files be avoided.  
Additionally, another log must be kept of the destruction process used, including what 
was destroyed, when, how, and who witnessed the destruction.  FTI access logs must 
be retained for five (5) years.  
 
Manual logging and tracking of FTI is only required if FTI is printed, downloaded or 
‘saved’ outside of CCSAS or the Data Repository. 
 
Copies of tax returns received from customers are part of regular case files, not 
classified by the IRS as FTI, and do not need to be restricted in the same manner as 
documents and information received from the IRS.  As part of a case file, if that file is 
scanned, the tax return can also be scanned.  Access to the scanned file is subject to 
the same restrictions as exists for the paper file – limited only to those staff assigned to 
the case with a business need to access the file.  Controls required to protect 
confidential data from unauthorized access apply.  See the DCSS ISM for a description 
of those controls. 
 
Requirements for Disclosure of FTI 
 
The IRS requires that FTI be "blurred" to prevent unauthorized disclosure, but does not 
provide either a statutory or a regulatory definition of "blurring."  From consultations with 
IRS safeguard review auditors, it has been concluded that "blurring" requires all sources 
of payments be removed from payment source listings, not just the IRS source.  
 
FTI may not be disclosed in any court proceeding or to anyone who is not a child 
support employee, such as vendors or consultants, unless specific authorization for 
disclosure has been approved by the IRS.   
 
The DCSS-ISO is responsible for obtaining necessary permissions from the IRS to 
share or disclose FTI.  Please submit requests for sharing of FTI with non-child support 
employees to the DCSS ISO by email to info.security@dcss.ca.gov. 
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Vendors, contractors, or consultants must have in place approved data sharing 
agreements (such as contract, memoranda of understanding or inter-agency 
agreements) before receiving any child support information, including FTI.  See the 
DCSS ISM for secure data transfer requirements as a result of a data sharing 
agreement.   
 
To address the need for FTI to be included without being specifically disclosed in 
financial reports provided for judicial or administrative hearings or other contacts (e.g., 
custodial parties, auditors, etc.) regarding the establishment, modification or 
enforcement of child or spousal support obligations for which required IRS disclosure 
permission has not been obtained (particularly in judicial determinations of arrears, civil 
contempt proceedings, or disclosures to custodial parties): the Statewide Audit Tool 
(SAT) reports have been revised as follows: 
 

1. In the Simple Report - by modifying the following column headings from 
"Support Paid (NT)" and "Support Paid (TI)" to "Support Paid.”   

2. In the Split PRWORA Report, Paid (NT) and Paid (TI) have been changed to 
“Paid.”   

 
The DCSS and the LCSA personnel are directed to cease the presentation of any other 
CSE financial records or SAT audit reports in judicial or administrative hearings, or other 
contacts, and to replace them with the exclusive use of the following reports: 
 

1. Simple Report - All Debt Types 
2. Split PRWORA Report - All Debt Types (Payments Applied) 
3. Split PRWORA Report - All Debt Types (Balances) 
4. Combined PRWORA Report - All Debt Types 

 
In the event these documents have been printed prior to the implementation of the 
changes described above and remain necessary for a hearing, the “(NT)” and “(TI)” 
shall be manually redacted. 
 
No changes were made to other financial records such as payment history in the CSE 
system or other SAT audit reports; those are still needed in their current form for internal 
use only.  The revisions to the reports listed above, along with the requirement for their 
exclusive use in judicial or administrative hearings or other contacts, adequately 
safeguard against written disclosure of FTI.   
 
In the exceptional circumstance when a Superior Court Commissioner will not accept 
the reports listed above as evidence in contempt proceedings, LCSA personnel may 
substitute with the use of FIN 701 and FIN 702 reports.  However, all entries in the 
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"payment source" column shall be manually redacted.  If a declaration is needed to 
authenticate the records, the declaration should include the following language: “Any 
redaction made on the attached record is made to comply with federal and state non-
disclosure laws.”   
 
Safeguards are also required to prevent verbal disclosure of FTI in judicial or 
administrative hearings or other contacts with similar potential for unauthorized 
disclosure of FTI.  To the extent possible, verbal references to "federal tax intercepts" 
should be described as "collections."  If it is necessary to address the distribution of a 
federal tax intercept, it should be stated that "the collection has been credited as 
required by Code of Civil Procedure section 695.221(e).”  Any further requests for 
details should receive the response: "That information is confidential.  Title 26 USCS 
section 6103 (a) (3) does not permit me to disclose it." 
 
All LCSA staff should be advised that IRS intercepts are not to be identified as such in 
communications with anyone other than the obligor whose tax refund was intercepted. 
These restrictions do not apply if the obligor discloses their own FTI. 
 
The Administrative Office of the Courts and the Office of Administrative Hearings are 
being notified of the issue and these changes to promote adequate safeguarding of FTI.  
It is anticipated that they will notify the Court Commissioners and Administrative Law 
Judges in due course.   
 
If you have any questions or concerns regarding this information, please contact 
Lawrence Troxler, DCSS Information Security Officer at (916) 464-5774. 
 
Sincerely, 
 
/os/ 

BECKY STILLING 
CIO/Deputy Director 
Technology Services Division 
 
Attachments: Protecting IRS Tax Returns and Return Information – Disclosure Penalties 
 Sample Simple Report - All Debt Types 
 Sample Split PRWORA Report - All Debt Types (Payments Applied) 
 Sample Split PRWORA Report - All Debt Types (Balances) 
 Sample Combined PRWORA Report - All Debt Types 
 FIN 701 
 FIN 702  
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