STATE OF CALIFORNIA - HEALTH AND HUMAN SERVICES AGENCY Edmund G. Brown Jr., Governor

CALIFORNIA DEPARTMENT OF CHILD SUPPORT SERVICES
P.O. Box 419064, Rancho Cordova, CA 95741-9064

February 4, 2013

EBLAST

TO: IV-D DIRECTORS
SUBJECT: DEPARTMENT OF MOTOR VEHICLE (DMV) ACCESS - REMINDER

The Department of Child Support Services (DCSS), Information Security Office (ISO)
would like to remind the Local Child Support Agency (LCSA) Directors to submit the
required DMV access renewal forms to continue LCSA access to DMV to process child
support cases.

As a courtesy and to avoid interruption of service access to DMV, the DMV has
extended the deadline date to February 15, 2013 for submittal of the required forms.
Please submit the following forms to DCSS ISO listed below as soon as possible.

e INF — 2114, Social Security Number Addendum (Revision date 11/2011)
e INF — 1130, Government Requester Account Application

NOTE: Please check the “renewal” box and complete all sections contained on INF-
1130, Government Requester Account Application Form before sending them to the
DCSS Information Security Office.

Mail your completed forms with the original signature(s) to:

Department of Child Support Services
Information Security Office — MS 440
PO BOX 419064
Rancho Cordova, CA 95741

To assist DCSS ISO, please submit a contact name, email address and phone number

of a person(s) who is your designated LCSA DMV subject matter expert who will be
available to answer any questions.
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If you have any questions or concerns regarding this matter, please contact Mary
Maestas-Sandoval at (916) 464-5422.

Sincerely,

los/

JUDY RAMOS
Interim Information Security Officer
Technology Services Division

ATTACHMENTS (2)
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INFORMATICN SERVICES PROGHAM

GOVERNMENT REQUESTER ACCOUNT APPLICATION I UCE DRy
PART | APPLICATION [FERUCETER CODE| EXPIRATION GATE [ TEGRTT |
PLEASE PRINT CLEARLY ININKORTYPE |

SECTION A. TYPE OF APPLICATION

CHECK ONE (1) 80X DNLY:

] Original — Complete ALL SECTIONS — DMV will assign Reguester/Parking/Court Code.

Ll cChange(s) to Existing Account — Complete Sections A, B and C, and all applicable sections where information is changing. Provide
signature in Part I, Secticn F Provide current Requaster/Parking/Court Code(s):

[[] Renewal — Complete ALL SECTIONS — Provide current Requester/Parking/Court Code(s):

IMPORTANT: TO AVOID PROCESSING DELAYS, PLEASE READ ALL INSTRUCTIONS PRIOR TO COMPLETING FORM.

SECTION B. AGENCY INFORMATION

1. MAME CF AGENCY - 7 DNVISICNFRDGRAM THAT WILL REQUEST DERARTMENT INEGRRATION
(county name) Dept of Child Suppeort Services

3. AGEMLY WERSITE AODRESS O INDICATE “NOHD B 4. FAX RUMBER

5. MAME ANT TITLE OF THE PERSOM FOM CMY CONTAGT & TELEPROHE Z T E-MAIL ADURESS

E. ETREET ADDHESS |FHYGICAL LOCATION) STHCET = CITY COUNTY o ZTATE 7IF

B WAILING AODASSS GF INICATE "SaME o 10, REGDRD ST0RAGE PHYSICAL ADORESS

SECTION C. TYPE OF AGENCY

1. CHECK AFFROFRIATE BOK FOR THE TYPE OF GOVENNMENT AGENCY (CHECK ONLY ONE):

O Federal [l state [ City | County [ Special District [ other:

DESCAIDE
2. 15 THlS.ﬁ.Cl.:G‘UNT ﬂEl"G ESTABLISHED BY & GOVERMMENT ENTITY EXCLUSIVELY FCIH.LISE BY OME OF THE FOLLOWING?Y -
[ Yes, check appropriate box. || Mo, go to Section D

QALlFGHNIA AFPFLICANTS

[ | "Peace Officers” as described in California Penal Code §830.1 through 830.5. Identify Section #:

L City Attorney prosecuting misdemeanor actions under Government Code Section 41803.5.

ANY STATE OR FEDERAL APPLICANT 3

L] attorney General [ District atiorney ] Public Defender [ Public Defendar's Investigator

[ Govarnmant employese having stalulory avtharity o carry firearms AND execute warrants AND make arresls. |dentify Statutory
Authority; Code and Section #:

SECTION D. PURPOSE OF ACCOUNT — Check one purpose anly (Continued on Page 2)

1. [ EPHN (Employer Pull Motice) — Check this box if you are enrcliing employees in the EPN program. For more information about the
EPM program and to obtain enrollment forms, go to www.dmv.ca.gov and “Search™ for EPN Gengral Information.

2. ] UPDATE AND INQUIRY — If your Agency is applying for autharization to update DMV records (i.e., courts, parking/toll, revenue recovery,
ele.), check this box. Explain the purpose of updating DMV racords (space provided balow):

a.L| vehicle/vessel Registration (VR) LIV LISE ONLY
T o Purpose Approved?
FUHFOSE OF UFDATE:
O ves [ Mia
b.[] Driver License/dentification Card (oL} DMV USE ONLY
FURPDSE OF UFDATE: T = Purpose Approved?
Clves [ Hg

INF 1120 {REV. 5005) W 1ofd



SECTION D. PURPOSE OF ACCOUNT (Continued from Page 1)

3. [ INQUIRY OMNLY - If your Agency is applying for authorization o request and obtain DMV record information in order to carry out

your governmental functions, check this box. Explain the purpose of inguiry below:

a.[] Vehicle/Vessel Registration (VR) DMV USE ONLY
T FURPOSE OF INGUIAY F'LIJ_FFIEISIE Approved?
O ves [ no
Is residence address necessary 10 perform this function? O Yes T No
b.[ | Driver Licensefdentification Card (DLAD) DMV USE ONLY
Sk Ti Purposea Approved?
PURPOSE OF INQURY:
O ves [ Ho

Is residence sddress necessary to perform this function? ves Mo

¢.[] Financial Responsibility (FR) - Available in paper/hardcopy only —
See Instructions for more information.

DMV USE ONLY
Purpose Approvad?

FURPOSE OF INJUIAY:

LHves U ha

Is residence address necessary to perform this function? [ ves [ Mo

d.[ ] Occupational License (OL)

DMV USE ONLY

FLIERQSE OF INCQUIRY.

Purpose Approvad?
L ves [ no

Is residence address necessary to perform this function? [Jves [ Mo

SECTION E. ACCESS METHOD(S) — Check ALL That Apply

Paper/Hardeopy - Manual Process (Allow 7 to 14 working days)

File Transfer Protocol {FTP) via Virtual Private Matwark (VEN) - Balch (Owvernight)
On-Line - (Requires Metwork Connection) COMPLETE SECTION F.

doooo

System (CLETS), check this box.

Cartridge Tape [1BM Compatible, 3480 non-compressed or 3490 compresssd) - Balch (Overnight plus mail fime) - Renewals Only

CLETS - If you are applying for a requester code in order to obtain access through the CA Law Enfercement Telecommunications

SECTION F. OMN-LINE APPLICANTS OMLY — DO NOT COMPLETE FOR CLETS ACCESS

HOURS OF CN-LIMNE ACCESS:

Days Hours ____ A, TO = M.
7. MAME OF DATA CEMTER (LE., DTS OR CITY/COUNTY DATA CENTER, air.) TELEFHONE x == [IATA CENTER WEBSITE ADCAESS
 MAKE AR TITLE GF THE DATA CEMTER TECHNICAL CCGROINATCA TELEFHONE n. E.MAIL AUDHESS
ETREET ALORESS [FHVEIGAL LOGATIGN] ciTY i GOUNTY T ETATE 7IF CODE
KAAILING ADCHESS [IF HFFERENT] CITY = COLNTY E1ATE ZIF CODE
3. MAMEAKD TITLE CF INFORMATION SECURITY OFFICEN = TELEFHONE # T | Eman ADCRESS
MAME AND TITLE OF ACCESS CONTAGL AUMINIS THATOR E | TELERFRONE & E-MAIL ADDRESS
- —— ! S
ETREET ADCHESS (FHYEICAL LOCATION) CTY COUMTY STATE 2P CORE
WAILING ADDRESS (IF DIFFERENT) CiTY o COUNTY STATE ZPCOOE
Zof4 BNF 1130 (REY. 22000} WsW



PART Il AGREEMENT - PLEASE READ EACH SECTION CAREFULLY

A.

GENERAL PROVISIONS

1.

4]

9a.

This Application/Agresment, hereinafter refarred fo as ‘Agreement; is I:let_wéén the State of California, Department of Motoer Vehicles
(MW, hereinafter referred 1o as the “Department? and the Government Agency identified in Part |, herginafter referred 10 as the
“Aequester) for the purpose of the Department providing information from its files for Government Agency use.

. The term of this Agreement shall be for forty eight (48) moenths from the approval date and renewable at forty eight (48) month intervals

thereaftsr,

. Thig Agreement is subject to any restrictions, limitations, or provisions enacted by the California State Legislature which may affect the

provisions or terms set forth herein. The Requester is required 1o comply with the applicable statutes of the California Vehicle Code (CVE),
California Code of Regulations {CCR) Title 13, and United States Code Title 18,

. Mo alteration or variation of the terms of this Agreement shall be valid unless made in writing and signed by both parties hereto. Mo oral

understanding or agreement, not incorporated hergin, shall be binding on either party.

. Reguester shall not represent themsehes as agentsfemployees of the Depariment. For the purposes of this Agreement, the “Requester”

includes the Requesters employees, unless the context provides otherwise.

. [Applies to Federal Government and Out-of-State Agencies/Requesters)—"The Requester agrees to pay for any loss, liability or

expense, including atiorney fees, expert witness fees and courl cosls, which arises out of or relales to the Beguaslers acls or omissions
regarding its obligations hersunder, where & final determination of liability on the part of the Beguester is established by a cour of law
ar where selllermant has been agraed 10 by the Baquester, This provision may not be construed to limit the Requesters rights, claims, of
defenses which arise as a matter of law or under any other provision of this Agreement. This provision may not be construed to limit the
sovareign immunity of the Requester”

" Thig Agreement is not assignable by the Requester, either in whole or in part, without prior written consent of the Depariment.
ga.

Any premotional or informational material related to accessing the Department's records shall be accurate and consistent with the terms
of this Agreement and shall cnly contain factual statements relating to the purpose and condition of access.

. Reguester shall not use the logogram ERETEF in any advertising or other agency business materials used in the busingss of the

Requester. Advertising shall neither stat nor imply 1hat there is any official connaction between the Department and the Reguester, or
that the Department has sanclionsd or approved of either the advertisement or the Regussler's service.

If the Authorized Representative, designes responsibile for the administration of the account, the DMY contact person, agency address,
or any other changes of information ocour in Part | of this Agreement, natification shall be submitted, in writing, within 1en (10) business
days on Government Requester Account Application (INF 1130} or Agency Lefterhead to the following address:

Cepartment of Motor Vehicles, Account Processing Unit—H221, PO Box 344231, Sacramanto, CA 84244-2310

. Requester shall notify the Account Processing Unit, in writing, (see address in 3a) within ten (10} business days of any intended or aciual

closurg of the Government Agency Requester Account.

INFORMATION USE

When a non-law enforcement agency receives information from Department records that indicates a vehicle or vessel has a Department
of Justice (DO “stop’ Requester shall immediately notify local law enforcement of its location, if known.

4z,

GEMNERAL SECURITY REQUIREMENTS

. Reguestar shall maintain the security and integrity of the information it receives, A violation of any provision(s) of the Agreement, whather

by omission or commission, may resull in suspension or lermination of service to Reguester,

. Reguester shall ensure compliance with all the security provisions of this Agresment. If misuse or inappropriate access is suspected or

confirmed, Requester shall notify the Department’s Information Senvices Branch, Policy and Information Privacy Section, by telephone,
gt (216) 6575583 within one (1) business day. A written netification containing all facts therein shall be prepared by the Reguester within
three (3) business days and mailed to the Department at the following address:
Cepartment of Motor Vehicles, Information Services Branch, Policy and Information Privacy Section—H225, P 0. Box 942390,
Sacramenlo, CA 94290-0830

. Inthe event of any breach of the security of the Requester's system or database containing the personal information of California residents,

the Requester shall bear all responsibility for providing notice of the breach to the afllecled residents as required by California Civil Code
Section 1788.29. The Requester shall bear all costs associated with providing this netics, and shall also be respensible for providing
identity thefl prevention services to the affected California residents. These protections include, but are not limited to, providing credit
monitoning services for each affected resident for a minimum of one year following the breach of the security of the systern maintained
by the Requester. In addition, the Requester agrees to comply with all federal and California state law, including all of the provisions of
the California statutes and Title 13 of the Califernia Code of Regulations.

Requester shall require every emploves and the system administrator having direct or incidental access to Department records 1o sign
a copy of the Information Security Statement (INF 1128}, The INF 1128 is required upon initial authorization for access to Department
records and annually thereafter, The Bequestar's signed stalement(s) shall be maintained on file at Requester's work site for a1 least two
years following the deactivation or termination of the authorization and shall be available 1o the Depariment upon dermand,

Requester shall restrict the use and knowledge of requester codes and operational manuals 1o employees who have signed an Information
Security Statement (INF 1128).

Requester shall maintain a current list of names of persons authorized to access Depariment recerds. This list shall be available to the
Department upon demand.

Acoess lerminals and modems shall not be left unattended whila in active session unless secured by a locking device that prevents antry
or receipt of infermation, o are placed in & locked room that is not accessible to unauthorized persons.

Video ferminals, printers, hardeopy printouts, o any other form of duplication of Department approved records that are located in public
access areas shall be placed =o that the records shall not be viewed by the public or olher unauthorized persons.

IHF 1130 {REV S2008) WWW Jof4



7 Al information received from the Department’s files must be destroyed once its lsgitimate use has ended. The methed of destruction for
the Departmeant’s records will be conducive to the type of record reguested and in a manner that cannot be reproduced or identified in
any physical or electronic form.

8. Reguester shall not disclose its' Department assigned requesler code, aither erally or inwriting, 1o anyone wha is not in the dirsct employ
of the Reguester and has not signed the Information Security Statement {INF 1128} other than a Department approved Service Provider
[Wendor or Agent).

4, Requester shall not sell, retain, distribute, provide or transfer any recard information or portion of the record information acquired under
this Agreemeant except as authorized by the Department.

D. RESIDEMCE ADDRESS ACCESS AUTHORITY S

1. Reguester shall protscl the confidentiality of any residence address received from Department records pursuznt to CVC §1808.47
Requester's employess shall nol obtain or use any confidential or restricled records for any purpose other than the reason set forth and
authorized by the Department,

2. Reguester may release residence or mailing address informalion to an individual, other than an employee, who is acling on behalf of
the Requester provided an agreement acknowledging the confidentiality of residence address information pursuant to CVC §1808.47 15
signed by the individual with whom the Requester has contracted services.

E. AUDIT

1. Regusster's documentation supparting the reason for inguiry, including but not limited to, fransaction details, and computer software/
programs maintained for the purposes defined in this Agreement, shall be subject to inspection, review, or audit by the Departmant or its
designee for a period of two years from the date of the request.

2. Requester agress e accommaodate Department’s reguest for an inspection, review or audit immediately upon request from the department
or tha department's representative and to allow on-site audits during regular business hours.

F. SIGMATURE REQUIREMENTS

| hereby acknowledge that | am an authorized representative of the agency namead in Part |, Section B and have been designated &s
the parson responsible for compliance with the slatules and regulations pertaining o access and use of Deparimant record information,
! have read and agrae 1o the provisicns conlained herein and shall be responsible for the orientation, training, and supendsion of persons
guthaorized to access Dopartment recard infarmarion.

Tunderstand that false or mislzading answers are cause for denial of an Agreement and/or lermination of any sccess agreement grantod.
1 understand that if this application for requaster account [s aporoved, | will be required to conform fo the ststements presented within, This
Agreement specifias the terms and conditicns of our relationship, Any deviations will be considered by DMV as misuse and may result in both
revocation of the sccount and refusal of subseqguent applications. | undarstand that according fo provisions of the California Vehicle Code
Seclion 1808.45, the willful, unauthorized disclosure of information from any departrment record for & purpose olher than the one stated in
the request, or the use of any false report fo obtain information from any department record, or the sale or other distribution of the information
fo & person or organization not disclosed in the request is & misdemeancs, punishable by a fine nol exceeding $5,000 or by imprizonmant
in the county fail not exceeding ong vear, or bath fine and imprisonment.

understand that according to provisions of the California Vehicle Code Seclion 1808.46, any person holding a requester code who directly
or indirectly cbtaing information from the Degariment of Motor Vehicles using false representations or distibutes restricted or confidential
information to any person or uses tha infarmation for & reason not aulhorized or specified in this application is liabie to the Department of
Malor TT;CJES for civil penaities up to §100,000 and shall have their requester code privileges suspended for a pariod Up to five (5) yesrs
O rEvOoREd,

I certify (or declare) under penalty of perjury under the laws of the State of California that the roregam g is true and correct.

FRINT HAME ARD TITLE GF GENVERNMENT GFFICIAL Of AUTHORIZED REPAESENTATIVE DR TIME TELCPHONE MUMEER
= oatd il
SHENATURE (F QUVEANMENT OFFICIAL OR ALTHORIZED REPRESENTATIVE CITY COUNTY STHTE DATE ;
X
APPROVED BY DEFARTMENT OF MOTOR VEHICLES REPRESENTATIVE:
FRINT HAME AND TITLE DETE
SIGMATURE
x - —
WHERE TO MAIL YOUR APPLICATION AND SUPPORTING DOCUMENTS
ALL AGEMNCIES (Except Parking/Toll Agencies) PARKING AND TOLL AGENCIES QMLY,
mail to: mail to;
Department of Molor Vehicles Cepartment of Mofor Vahicles
Account Processing Unit — MS H221 Justice & Government Liaizon Branch
PO Box 944231 Attn: Parking Coordinator - MS H171
Sacramento, CA 94244-2310 PO Box 932345
[816) 657-5564 Sacramento, GA 94232-3450

[816) BE77732
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v it SOCIAL SECURITY NUMBER ADDENDUM DMV USE ONLY

e To Government Requester Account Agreement ROTENGUM NUMBER
A Public Senvica Agency INFORMATION SERVICES BRANCH

Requester Account Numkber:

DATE AFPROVED

This ‘Addendum.” hereinafter referred to as ‘Addendum,” and bearing the Addendum Mumber referenced above will be
atached to and form a part of the Government Reguester Account Agreement between the Department of Motor Vehicles,
hereinafter referred to as the “Department” and hereinatter
referred 1o as the "Requester.”

SECTION A — GENERAL PROVISIONS

This Addendum, when signed by the Department and the Requester, authorizes the Requester to: (Check one or both of
the following boxes, as applicable)

1 Receive social security number (SSN) record information from the Department for the purpose of performing
specified services as authorized by one or more of the following Federal or Stale slatutes:

* Federal: Title 18, United States Code, Section 2721(b){1}, for use by any governmental agency, including any
court or law enforcement agency in carrying out its functions; or any private person or entity acting on behalf of
a Federal, State, or local agency in carrying out its functions,

* Federal: Title 42, United States Code, Section 405(c)(2)(C)(vi)(l}, for the purpose of responding to requests from
an agency operating pursuant to the provisions of Part A [Aid to Families with Dependent Children (AFDC)] or
Fart D [Child Support and Establishment of Paternity] of Title 42, United States Code, Section 801, et. seq., and
Section 851, el. seq.

* State: California Vehicle Code, Section 1653.5, for use by the Franchise Tax Board in carrying out tax administration
tunctions; or for the purpose of implementing Government Code, Section 12419.10, that authorizes the State
Controller to offset a Franchise Tax Board refund ot Lottery winnings; or to collect an unpaid fing, penalty,
assassment, bail, vehicle parking penalty, or court ordered reimbursement for court related services.

Ll Use the social security number (SSN) for matching purposes only; as authorized by Title 42, United States Code,

Section 405(c}H{2)(C)(i); for the purpose of identification in the administration of any tax, general public assistancs,

driver's license, or motor vehicle registration.

SECTION B — INFORMATION ACCESS AND USE

The Requester will use the social security number (SSN) under the provisions of this Addendum only; for the purpose of
administering the program(s) described above.

SECTION C — REQUESTER CERTIFICATION

The individual signing this Addendum on behalf of the Requester shall be responsible for administering the provisions of
the agreement between the Aeguester and the Department; the crientation and training of persons authorized 1o access
the Department’s record information; and maintaining the security and inegrity of the record information received from the
Department.

| certify (or declare) under penalty of perjury, under the laws of the State of California, that | have read and understand this
Addendum, and agree to comply with the requirements contained herein.

EXECLTEDR AT (017K . COUNTY . STaTE
SIGNATURE OF MAECTOR GR DESOREE = o DATE
PHINT MAME . TmLE = N

SECTION D — DEPARTMENT APPROVAL

SIGMATURE OF DMV AEFRESENTATIVE : TDATE

X

INF 2114 [NE'W 112071 Ud EF
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